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Soot

A framework for analyzing and transforming

What is Soot?

Originally, Soot started off as a Java optimization framework. By now, researchers and
|
practitioners from around the world use Soot to analyze, instrument, optimize and visualize 4
L

Java and Android applications.
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- 1 http://sable.github.io/soot/
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Who develops and maintains Soot?

Soot was originally developed by the Sable Research Group of McGill University. The first publication on Soot appeared
at CASCON 1999, Since then, Soot has seen contributions from many people inside and outside the research

community. The current maintenance is driven by Eric Bodden's Software Engineering Group at Heinz Nixdorf Institute

of Paderborn University.
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Soot: Input & Output
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» B #F AJavad e/ a8Bytecode (FHHD)
o KmbEN=a88 (A7)

* 1B/A)ZEAYIA 1997
* https://en.wikipedia.org/wiki/Java bytecode
* https://en.wikipedia.org/wiki/Java bytecode instruction listi

ngs
« BT 1RAIAL


https://en.wikipedia.org/wiki/Java_bytecode
https://en.wikipedia.org/wiki/Java_bytecode_instruction_listings
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for (int i = 2; 1 < 1000; i++) {
for (int j =2; j < i; j+t) |
if (i % j==0)
continue outer;

3

System. out. println (i);
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11:
12:
13:
16:
17:
18:
19:

25:
28:
31:
34:
35:
38:
41:
44

iconst 2
istore 1
iload 1
sipush 1000
if icmpge
iconst_2
istore 2
iload 2
iload_ 1

if icmpge
iload_1
iload 2

irem

ifne 2h
goto 38
iinc 2, 1
goto 11
getstatic
iload_1
invokevirtual
iinc 1, 1
goto 2
return

44

#84; //

#85: //

5] A
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Field java/lang/System. out:Ljava/io/PrintStream;

Method java/io/PrintStream. println: (I)V
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* SootlH [ERIB—ESTEET
* Baf
* Jimple

* “Jimple is the principal representation in Soot. The Jimple
representation is a typed, 3-address, statement based
iIntermediate representation.”

« SLFREE#RISEE | source code -> bytecode -> Jimple
* 1537EA]

* Shimple

* Grimp

* Dava

“A Survivor's Guide to Java Program Analysis with Soot”: http://www.brics.dk/SootGuide/



http://www.brics.dk/SootGuide/
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= Core statements:

hnuﬂe NopStmt
DefinitionStmt: IdentityStmt,
AssignStmt
= Intraprocedural control-flow:
IfStmt
GotoStmt

TableSwitchStmt, LookupSwitchStmt

= Interprocedural control-flow:
InvokeStmt
ReturnStmt, ReturnVoidStmt

http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf



http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf
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* Jimple
m ThrowStmt
throws an exception

m RetStmt
not used: returns from a JSR

" MonitorStmt: EnterMonitorStmt,
ExitMonitorStmt

mutual exclusion

http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf



http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf

~H1SEEk(1): Java=>Jimple

« tp {7 TTSoot
« JEE=IE B -soot-class-path(-cp)
« B Alimplef9EIN ¢ -f)
« 52171 BB Soot command-line options :
https://ssebuild.cased.de/nightly/soot/doc/soot options.ht
m

e ¥R http//www.bodden.de/2008/08/21/s00t -
command-line/

* BEJavatz 7 17S00t
» BRIl 1T ITSo0t
* soot.Main.main(args);


https://ssebuild.cased.de/nightly/soot/doc/soot_options.htm
http://www.bodden.de/2008/08/21/soot-command-line/
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e “IREZ" © Scene

* 25 | SootClass

e 15 : SootField

* 773% : SootMethod

* KA - Body / JimpleBody
« 7E2/A] : Unit

¥ R IRE: https://github.com/Sable/soot/wiki/Fundamental-Soot-objects



https://github.com/Sable/soot/wiki/Fundamental-Soot-objects
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l Scene.v()

Scene (singleton)

getSootClass()

v getField() _
SootClass —| SootField | getSignature()

getMethod()

V
SootMethod | getSignature()

getActiveBody()

V
JimpleBody




Packs & Phases

* https://github.com/Sable/soot/wiki/Packs-and-

phases-in-Soot

* Whole-program packs

public static void main(String[] args) {
PackManager.v().getPack("wjtp").add(
new Transform("wjtp.myTransform”, new SceneTransformer() {
protected void internalTransform(String phaselame,
Map options) {
System.err.println(Scene.v().getApplicationClasses());
}
1)

soot.Main.main{args);

}
Y RIEE: http://www.bodden.de/2008/11/26/soot-packs/



https://github.com/Sable/soot/wiki/Packs-and-phases-in-Soot
http://www.bodden.de/2008/11/26/soot-packs/

Call Graph (whole program)
+ Control Flow Graph (each method)

* Scene.v().getCallGraph()

* Body body = xxMethod.getActiveBody();
* BriefUnitGraph g = new BrietfUnitGraph(body);
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* Call graph + Control flow graph
* 1[0 —ClassHY At 7 FieldFlMethod
* B H— "Method By Br B 1E/a](Unit)
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* getPointsToAnalysis:

* Spark

* -p cg.spark enabled:true

* Paddle
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* https://www.sable.mcgill.ca/soot/doc/soot/toolkits/sc
alar/AbstractFlowAnalysis.html



https://www.sable.mcgill.ca/soot/doc/soot/toolkits/scalar/AbstractFlowAnalysis.html
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* “A Survivor's Guide to Java Program Analysis with
Soot”: http://www.brics.dk/SootGuide/

« X ESHEMNIIE

http://www.lro.umontreal.ca/~dufour/cours/Ift6315/
docs/soot-tutorial.pdt

e GitHubIm B : https://github.com/Sable/soot/

- BAHE :
https://github.com/Sable/soot/wiki/Tutorials

* APl : https://ssebuild.cased.de/nightly/soot/javadoc/

* The Soot framework for Java program analysis: a
retrospective
* http://sable.github.io/soot/resources/Iblh11soot.pdf



http://www.brics.dk/SootGuide/
http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf
https://github.com/Sable/soot/
https://github.com/Sable/soot/wiki/Tutorials
https://ssebuild.cased.de/nightly/soot/javadoc/
http://sable.github.io/soot/resources/lblh11soot.pdf
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* 18] —ClassBy Fr & FieldA1Method
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