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int main(x,y) {

e if (x>0){
e x+=10;

e 7=x/5;

* 1}

e else{

o 7=Xx/5+2;
e x+=10;

* 1}

¢ It=y,

* return z;

°}

return z;
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int main(x,y) {

if (x>0) {
x+=10;
z=x/5;

}

else {
z2=X/5+2;
x+=10;

}

Z+=V;

return z;

return z;
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int main(x,y) {

e if (x>0){

* x+=10;

e 7z=x/5;

* 1}

* elseq x=a+10

o 7=x/5+2; y=b

¢ x+=10; z=?

. } a>0
return z;

*  Zi=y;

* return z;
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int main(x,y) {

e if (x>0){
e x+=10;

e 7z=x/5;

* 1}

e else{

o 7=x/5+2;
 x+=10;

* }

¢ Zt=y,;

* return z;

return z;

z=(a+10)/5+b
a>0

iR [Bl{H 4 (a+10)/5+b
Ha>0
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« FE/R=JuH

o {HI A NE AR 2611
« IR R RN =4 IR RS R &
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Statement ::=

skip

while (Expr) Statement

if (Expr) Statement else Statement
Statement; Statement

Var = Expr
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SKIP - ASSIGN
{P} skip {P} {Pla/z]} z :=a {P}
spq Lre it (R} e {Q} o PAD e {QF  {PA-b)er {Q)
1P}z {Q) (P} if b then ¢, else c; {Q}
CONSEQUENCE FP=P)  {Pheid) F(Q = Q)
{P}c{Q}
{P Ab} c{P}

WHILE

{P} while b do c {P A —b}
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e if (x> 0) x += 10; else x = 20;
c UIETFPATE NG, xEH—EKNT0?
« lRFiAssign, FJ 15
e {x+10>0} x+=10 {x > 0}
e {True} x=20 {x >0}
o X Ax>0 => x+10 > 0 H.—x>0 => True, ¥
Consequence, HAJ{%
e {x>0} x+=10 {x > 0}
e {=x>0} x+=10 {x > 0}
o« HRIEIF, W15

e {True}if (x >0) x += 10; else x = 20;{x>0}
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e while (x < 10) x += 1;
« ZRETFHATE R )G, xed—E KT0?
« IR¥EAssign, H[15

e {True} x+=1 {True}

« }R#EConsequence, FJ15
e {x<10/\True} x+=10 {True}

« IR¥IEWhile, TJ7&

* {True} while (x < 10) x += 1; {x>=10}

« }R#EConsequence, FJ15
* {True} while (x < 10) x += 1; {x>0}
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o BT H IR AT
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« BT SHAT: ETPMctEsmE&MQ, KiEQ->Q
X =05 MY
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wp(skip,Q) = Q

wp(x == a,Q) = Q[a/x]
Wp(C1} C2, Q) —
wp(c1, wp(cz, Q))

wp(if b then c; else c,, Q)

(b > wp(cy, Q))
/A (_Ib - WP(CZJ Q))

SKIP

{P} skip { P}

ASSIGN

{Pla/z]} x := a {P}

{P} c1 {R} {R} c2 {Q}
{P} c1;c2{Q}
_F (PAbY e {Q)  {PA-b}er {Q)

{P} if b then ¢, else ¢; {Q}
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e wp(if (x> 0) x += 10; else x = 20, x>0)
e =(x>0->wp(x+=10, x>0)) /\ (x<=0 -> wp(x=20, x>0))
=(x>0->x+10>0) /\ (x<=0 -> 20>0)
* =True
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* wp(while bdoc,Q) =3i € Nat.L;(Q)
* where
* Ly(Q) = false
Li41(Q) = (=b = Q) A (b = wp(c, 1;(Q)))

o RIAAEAE Sia] SR AR NI XE, A I B A PRk 2 b
T R

 wp'(while bdoc,Q) =Vi € Nat.L;(Q)
* where
* Lo(Q) = false
Liv1(Q) = (=b = @) A (b = wp'(c, L(Q)))

PAbled{P
WHILE { 0} el

20 {P} while b do ¢ {P A b}
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* sp(P,skip) =P
* sp(P,x '=a) =3n. x = a|n/x] A P|n/x]

* sp(P,cq;¢2) = sp(sp(P, c1), ¢2)

* sp(P,if bthencyelsec,) =sp(bAP,c;)V
sp(=b AP,c,)

* sp(P,while b do c) = =b A 3i.L;(P)

 where
* Lo(P) =P

* Lipa(P) = sp(b A Li(P),c) LA 2, S e
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s ERATSHEO T, &I9EF NG SHATEN
e Bi: If (y>0) x+=1; else x+=2; assert(x<3)
* FFFIIAT
« &x=a, y=b, 1+ H15 2
e b>0Na+1<3))V(Ab>0Aa+2<3)
o« B 95 AT KA
cwp(x+=1,x<3)=x+1<3
cwp(x+=2,x<3)=x+2<3
cwp(FFEF,x<3) =@ >0->x+1<3)A(-y>0-
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« LR T B IR
c x> +3x3 ==y
* p->next->value == x

« I T 2ot A
e If (file.read()==x)

* BT T AT
o VR EREFF I E SEHAT AT 5 AT
» LELHORARTCIEHAT I, B SHERB TS5 1H

o %%Ei@xﬂo, Mx5 + 3x3 == yA8°H103000==y, AJi

&
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o« AR TAE:
* Concolic Testing, Koushik Sen
« FHETH: CUTE
* Execution-Generated Testing, Cristian Cadar
« FHET H.: KLEE
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Concolic Testing Approach

Concrete Symbalie
int double (int v) { Execution Executior
return 2*v; concrete symbolic path
} state state condition

void testme (int x, inty) {
x=22,y=7 X=Xo Y=Y
z = double (y);

if (z==x){

if (x >y+10) {

ERROR;

26



Concolic Testing Approach

int double (int v) {

return 2*v;

}

void testme (int x, inty) {
z = double (y);
if (z==x){
if (x >y+10) {

ERROR;

Concrete Symb
Execution Executior

concrete symbolic path
state state condition

x=22,y=7, z= X=Xy Y=Yo 2
14 = 2%y,
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Concolic Testing Approach

Concrete Symbalie
int double (int v) { Execution Executior
return 2*v; concrete symbolic path
} state state condition

void testme (int x, inty) {
z = double (y);

if (z==x){ 2ol

if (x >y+10) {

ERROR;
}

}—X=22,y=7, zZ= X=XppY =Yy 2

14 = 2%y,
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Concolic Testing Approach

int double (int v) {

return 2*v;

void testme (int x, inty) {
z = double (y);
if (z==x){
if (x >y+10) {

ERROR;
}

<—} x=22,y=7, z=

concrete
state

Concrete
Execution

symbolic
state

Solve: 2*y, == x,

Solution: x,=2,y,=1

X=XppY =Yy 2

2%y,

path
condition

2%y 1= %
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Concolic Testing Approach

Concrete Symbalie
int double (int v) { Execution Executior
return 2*v; concrete symbolic path
} state state condition

void testme (int x, inty) {
x=2,y=1 X=Xo Y=Y
z = double (y);

if (z==x){

if (x >y+10) {

ERROR;
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Concolic Testing Approach

int double (int v) {

return 2*v;

}

void testme (int x, inty) {
z = double (y);
if (z==x){
if (x >y+10) {

ERROR;

Concrete Symbk
Execution Executior
concrete symbolic path
state state condition

X=X01y=y01 yA
:2*y0
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Concolic Testing Approach

int double (int v) {

return 2*v;

}

void testme (int x, inty) {
z = double (y);
if (z==x){

if (x >y+10) {

ERROR;

Concrete Symba
Execution Executior
concrete symbolic path
state state condition
2%y == Xg

X=X01y=y012
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Concolic Testing Approach

Concrete
int double (int v) { Execution
return 2*v; concrete symbolic path
} state state condition
void testme (int x, inty) {
z = double (y);
if (2 == x) { 2%Yo==Xg
if (x >y+10) { Xq * Yot10
ERROR;
}
}
— X=2,y=1, Z X=XppY =Yy 2
} =2 = 2%y,
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Concolic Testing Approach

int double (int v) {

return 2*v;

void testme (int x, inty) {
z = double (y);
if (z==x){
if (x >y+10) {

ERROR;

Concrete
Execution

concrete symbolic
state state

Solve: (2*y, == x,) I\ (x4 >y, + 10)
Solution: x5 =30, y, = 15

— X=2,y=1, Z X=XppY =Yy 2

= 2 = 2*y0

path
condition

2%y ==X

Xq * Yot10
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Concolic Testing Approach

Concrete Symbalie
int double (int v) { Execution Executior
return 2*v; concrete symbolic path
} state state condition

void testme (int x, inty) {
x=30,y=15 X=X Y=Yo
z = double (y);

if (z==x){

if (x >y+10) {

ERROR;
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Concolic Testing Approach

Concrete
int double (int v) { Execution

symbolic path
state condition

return 2*v;

}

void testme (int x, inty) {

Program Error

z = double (y);

if (z == x) { 2*Yp== X,

if (x > y+10) { %o Yo+10
x=30,y=15 X=XoY=Yo
ERROR;
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Novelty : Simultaneous Concrete and Symbolic Execution

int foo (int v) {

return (v*v) % 50;

}

void testme (int x, int y) {
z = foo (y);
if (z==x) {
if (x > y+10) {

ERROR;

Concrete
Execution

concrete
state

x=22,y=7

symbolic
state

X=X01y=y0

path
condition
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Novelty : Simultaneous Concrete and Symbolic Execution

int foo (int v) {

return (v*v) % 50;

}

concrete
state

Concrete
Execution

symbolic
state

void testme (int x, inty) {

z =foo (y);

Stuck?

Solve: (y,*y, )%50 == x,

Don’t know how to solve!

if (z==x){

if (x > y+10) {

ERROR;
}

<—} x=22,y=7, z=

49

X=X0'y=y0' Z=
(Yo +Yo) %50

path
condition

(Yo*Y0)%50 !=x,
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Novelty : Simultaneous Concrete and Symbolic Execution

void testme (int x, int y) {
z = foo (y);
if (z==x) {
if (x > y+10) {

ERROR;
}

<—} x=22,y=7, z=

Concrete Symba}
Execution Executior
concrete symbolic path
state state condition
Solve: foo (y,) == x,
Don’t know how to solve!
Stuck?
foo (y,) =X,

49

X=Xp Y=Y Z=

foo (y,)
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Novelty : Simultaneous Concrete and Symbolic Execution

Concrete

int foo (int v) { Execution Executior

return (v¥v) % 50; concrete symbolic path
} state state condition

void testme (int x, inty) { Solve: (y,*y, )%50 == X,

2 = foo (y); Don’t know how to solve!
Not Stuck! . e
if (z==x){ (Yo™Yo)%50 !=x,
Use concrete state
if (x >y+10) { Replace y, by 7 (sound)
ERROR;
}
}—X=22,y=7, zZ= X=XppY=Yo 2=
\ 49 (Vo +¥o) %50
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Novelty : Simultaneous Concrete and Symbolic Execution

int foo (int v) {

return (v*v) % 50;

}

void testme (int x, int y) {
z = foo (y);
if (z==x) {
if (x > y+10) {

ERROR;
}

Concrete
Execution Executior
concrete symbolic path
state state condition
Solve: 49 == x,
Solution : x, =49, y,=7
49 1=x,

}—X=22,y=7, zZ= X=XppY=Yo 2=

48 49
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Novelty : Simultaneous Concrete and Symbolic Execution

Concrete Symb
int foo (int v) { Execution Executior
return (v*v) % 50; concrete symbolic path
} state state condition

void testme (int x, inty) {
x=49,y=7 X=Xo Y=VYo

z = foo (y);

if (z==x){

if (x > y+10) {

ERROR;
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Novelty : Simultaneous Concrete and Symbolic Execution

Concrete
int foo (int v) { Execution Executior

symbolic path
state condition

return (v*v) % 50;

}

void testme (int x, inty) { P E
rogram Error

z = foo (y);
if (z==x) { 2Mo==%
if (x > y+10) { %o Yg*10
x=49,y=7, z= X=Xy Y=Yy,2
ERROR; 49 =49
}
}
}
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« CiH 5 : KLEE
e Javalf 5 : SymbolicPathFinder
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