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Soot

Soot - A framework for analyzing and transforming Java
and Android applications

What is Soot?

Originally, Soot started off as a Java optlmlzatlon framework. By now, r
researchers and practitioners from around the world use Soot to ,’

aal mstrument otlmlzeandwsu_allze Java and Android OOt
appllcatlons )

F01: https://soot-o0ss.github.io/soot/
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o Started in 1996-97 with the development of coffi by Clark Verbrugge and
some first prototypes of Jimple IR by Clark and Raja Vallée-Rai.

* Originally developed by the Sable Research Group of McGill University.
* The first publication on Soot appeared at CASCON 1999.

* The current maintenance is driven by Eric Bodden’s Software Engineering
Group at Heinz Nixdorf Institute of Paderborn University.

* Currently there are a bunch of extensions to Soot, including Boomerang,
FlowDroid and Soot-Scala.
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« HIEYMFRFE? (BIE, BEF[1))
o YEDARIBRCIBETER

» BB APERT (IR) !
e REAIRIBEE (5RABBIRMIRETXR)
o HiENzERE (BIMEE, ENSMMIT)

[1] Code Completion with Statistical Language Models, Veselin Raychev, Martin Vechev, Eran Yahav, PLDI’14
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o)ER2: {ER{TAPIEIRR?
. HiZ{FHJava bytecode?
o OXNLIEMN23E (CAM1TMmIRIT)
« @IBTRBI~2007 (EZH2565KI5X)

o« DETRRINCHS
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for (int i = 2; i < 1000; i++) {
for (int j =2; j <1i; j++)
if (1% j=0)
continue outer;

’

System. out. println (i):

¢

iconst_2
1store_1
iload 1
sipush 1000
1f icmpge
iconst_2
1store_ 2
iload 2
iload 1

1f icmpge
iload 1
iload 2

irem

1fne 25
goto 38
1inc 2, 1
goto 11
getstatic
iload 1
invokevirtual
1inc 1, 1
goto 2
return

44

31

#84;: // Field java/lang/System. out:Ljava/io/PrintStream;
#85: // Method java/io/PrintStream. println: (I)V
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o SootBPUfES A EIREF DT E)FRR:

o Baf: a streamlined representation of bytecode which is simple to
manipulate.

 Jimple: a typed 3-address intermediate representation suitable for
optimization.

 Shimple: an SSA variation of Jimple.

» Grimp: an aggregated version of Jimple suitable for decompilation and
code inspection.



Jimple

=Java+Simple
Original Dalvik to
APK Jimple

Jimple
Body

Whole
Packs

Jimple

Transformation

Baf Body

Baf to
Dalvik

Instrumented
APK



Jimple

=Java+Simple

o @JimpleRHF15MIES

= Core statements: s ThrowS tmt
NOpStmL. | throws an exception
DefinitionStmt: IdentityStmt,
AssignStmt = Retstmt

not used; returns from a JSR
= [ntraprocedural control-flow:

I€£Stmt m MonitorStmt: EnterMonitorStmt,
{GGotoStmt\4 ExitMonitorStmt
TableSwitchStmt, LookupSwitchStmt mutual exclusion
= Interprocedural control-flow:
InvokeStmt

ReturnStmt, ReturnVoidStmt
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MJavaZlJimple

e Soot as a command-line tool:

java —-cp <path/to/soot> soot.Main -cp <path/to/rt.jar>:. -f J HelloWorld

* Soot as a library:

soot.Main.main(args)
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Scene.v()

v
Scene (singleton)

getSootClass()

! getField()
SootClass ~

SootField

getMethod()

v

getActiveBody()

v
JimpleBody

SootMethod | getSignature()

getSignature()
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SootMethod

v

JimpleBody

getActiveBody()

getLocals()

S

V
Chain

getUnits()

Chain

getTraps()

Chain
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o [EEHITITTraverse.java
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Pack & Phase
C.class >— coffi
X ib »@mple

— Jimple |
<j lmpl% parser

/
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Pack & Phase

G

/ stp — sop | sap j Shimple
@g itp —1 jop jap j Jimple
g
~ bb —{ bop tag Baf
~ gb 1 gop Grimp
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SootHIH 1T iTE
Pack & Phase

g ||lT]lT][T
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diim

doim

Q
Q

Q
Q

delm

Q
Q

Q
Q




FM4s>)S

i A\phase

e = 1z{TFetch.java

« ZMEBRIIRENEZ(FE



* A Survivor's Guide to Java Program Analysis with Soot. Arni Einarsson and
Janus Dam Nielsen. https://www.brics.dk/SootGuide/

* Analyzing Java Programs with Soot. Bruno Dufour. http://
www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf

» Home - soot-oss/soot Wiki - GitHub. https://github.com/soot-oss/soot/wiki

* noidsirius/SootTutorial. https://github.com/noidsirius/SootTutorial
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