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“Testing shows the presence, not the absence of bugs.” --
Edsger W. Dijkstra
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void Evil() {

if ('Halt(Evil)) return;
else while(1);
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int a = malloc();
if (LeakFree(Evil)) return;
else free(a);
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else while(1);

}

* Halt(Evil) J751z1T, A gHalt(EviliIisTHE L
EVil() EZRVIRES =8, MmEvi()NiEiT X B ELL

Ha t(Evil) B S RS S

« RM—RRIHE, T=BEFAE
« WIXKEFZE EZR L TE

JHalt



RENE

- ET BRS8NV R A EF B ER R
° %}i)_/zf | R - 4maay

s RO HE RSB EO R (BPRSE#ARZE) |
IL——JE,A%EZF“ El ik =5

21



FTLA, tHRTZEXE
ik

* I URFRF ST

cENE T RTFESAEGEHENIR, L[ET5E

AR

* XTFIET R, PREBNERIE
* NEIE

22



A\

T DK | 7€ o) &

e BHUSH|ELR: Y “B” ovE ‘&7
’ %1%$%@¥”E[ﬂi£ﬂ ﬁﬁtj “ZEE” . “IZZI—-” _Ej?,% “Z:
=1

k

* AL
c R R SE R

* must anaIyS|s lower/under approximation (TiT{lL)

Higd ‘%’ 3F “FNAE”

* may analy5|s upper/over approximation (_EIT{PL)

-E%gﬁﬂﬁzwﬂg“%”\“ﬁ”,ﬁﬂ%¢
YE]ZE “ANEIE

23



N—

ITAUAF I N ot 2R

P R

24 /may analysis /must analysis




JEFH £ o] #

s VA musta T AImay TR E X BUR T [a) #114 [

. 1757J BRIXRERHERE—1TESS
mustS AT &IEIE'\]%(:\/ %SE']?E
. may o REIPNES D ESHIHEE
. %Eéﬁﬁ’]/%ﬁ &@T*HX(DlSJOint)%/Eu\MUSIMAY,NEVER,

* MUSTSS,
* NEVERNS=0,
* SEMUSTUMAY

* mustAMmayR X 2 FA=1%, AJIAE AR
C FHEABRE
» WP REEANEE, FREEEN N RS A

25



25>

Wi Fmust 3 HTIEEmay 3477

AV
ISH

IS E R T must D ATIE Emay 2T

\J\\

26



) %Mﬁ% [RBGEDOE 2
}ﬁgl_jgﬁél‘] I= %
=

é?‘?"ﬁliﬁﬂ }\ lt*EJ?

NP BHET RGN, BELEHA LRER
i FE

o yn%ﬁ@tﬂ%% IEI’/Z: A=R

) (=] rE
- MR FFMEAF, @E “THE

. must/\ffﬁ

« SRR K {PlJava E&I
eIl Y R
ﬁ%?ﬁ#%ﬂg )
s MRBILFE, OF ‘B
- MEREFETY, @IF “RNHE"
* mayZ AT

27




HT NG
Soundness

1

* B O RORNRFIRB RiFas L
s EgRIFRMATR, BNFTERIEREN L EIZFR

TE X

Y 1>§g<$i>li'l‘$: PITERN NN RIERN SN EIRF1E

* BTN EXMAARN Bigsa X, BEEXNRT

IR

must43 FT Fmay 3 AT H

« BN WEB NEZ M (Safety). 1

(correctness)

g

BT MR R B N R 9 TR 4 (completeness)
o YNERFEITMEXT N must-analysis, NI 52 M4 XJ & may-analysis



PN N 2 YNy

° QA/:E%LT-LIZI =

term :=term + term

term —term
term * term
term / term
integer
variable

e LU0 a+b*c

* N5

R4 AN AR I IESY,

29

755

E

Ul




o
&
-

3

{FTERIL

« 1F

{(FrE R A

—
~ —
—
—

jﬁé
~
A

By i
CUT
bt b

30



c AR R: BN GEXR

31

E{%ﬁmﬁﬁ}

» Z={0}
- fa= {FT AT ZEL
« Fr={FTE Y EFINaN}

— “T%Dﬁ_”



B H )

f
1k ik
fi 4 fi
% P fi %
# # # # #
VN - N N
E I fi %z #
fi fi i z A
% # # # #
# # # # i



Ellz Mﬁ@@ﬂfj— 5&2_%%%
e a+b*c
o DU T BTE a,b,c
e}’ BEBEa>0Ab>0Ac>0 2a+b*xc>0
* MRAKIL, BRHIRLIL AL

AR F T ERab,cE, NIREEILAL
REBH, WERA “TNHE"

(Sﬁ

e ik EERTIEFEH
- ARAXGFEEXERINF
s IRIEBIZE TR

33



AN

THEH FLC

7R -

= KRR

* AERFRSE, BEXTARSE
FRAB D HTER
FHIETTREEREI?
T ERAREHE?
HE{TEIBL01TRY, TR RIRAWMLAFAIE?

34

TR

IR
IR
IR

= AP B

EERaEE?

TN (O] RN+




\Ea D W I//\_L\I 1 e

E’J%E'F‘ T

R R

s IR DT
s YA EMFEH EHHITHER
s TIE[E 2T
s MERNRFOAAXRZHEITHZR
« FEET T
o WA _ERYTE A S FEITINSR
- R
« XNFHZEABEAER
s MR BTNk

.« S

35

H7

K7 E1——HZR




\EEI DWI//\_L\IZ ay

E’J%E'F‘ T

NS
N
<l
vl
Xk
oy
H

-

* SAT
* EAli Al 2 (o)
* SMT

* I8 AL Mo
« EE/RIZER
s RIXFEFMAN T ENENES T E
k?%?ﬂ
ETARKBA IS8R DT

* WNERTTR2——ER

indl]

36



WIRNE3: REHHE

« BEFRER——WiLLER BRI R ERERF
. E‘u;%iamu——ﬁﬁmhﬁﬁ Bugfe, {A%0iEBugft
BEE

s FRFEZE ——KE|Bugls, WAL ESIZ
27 HYBug

37



BT AERDSE

R DITRFIEA R IF BN — L RIEX
- FNARIZZETHERNBA, BRARSM

. 2000¢I//U§, JINEZET

1 ;;?LEE?LBZ??L BT RAREZHATRAETIETIAMmMIE
F

Kﬁ%ﬁﬂa&ﬂﬁ’]k% TFHEI’]*&?EE.—:HU
%ﬂl RERTARIRS Ff?%ﬁyuﬁﬂ' e ERE DT RX
‘ BE

o SATKREEAREXRFH
s R T TLRFTHER
s BHMANBIENE—{I5RE (SoundinessEF)
« ETARKBNGTERELZ
%ﬁﬁf&iﬂ#%’fﬁ%%?ﬁ%, B i
s RHCERRE. KH@irE. ETERNRETIE
o SAMIXH “dM$%Lﬁz?%ME% AERENZA

38



T4

5 5

[ ]
Ll

g <D

* JLFET B RIF AL SR B N1

s JLEFTER %%

BN T AR N4

s BRI ENHRERN AR S HE

c FIEE
* [AEK

* HEFIRZ
« TRZ ZERE

* BRRERARERFHNS

39




LTS CREESHD

* KRABIZOER TR =
o« PR IBM. X, Oracle. FacebookpjFF%& T B3R
]
s KaalAREE TEER]
AR AT A NH TR, T —RWE
o AVEFERFR
o HE1M
* FEGVELZRE THREB AL TENME,
BEREEENAT
- ‘HEIWBEEI AL, EREHEEIMNIF M.
—-HPEERI LIE)H
« NFHR

40




LTS CREESHD

* RalZzOER TREE =
o FER. IBM. &XFr. Oracle. FacebookfJF & T EEZB[]
« KRB ANERTEER]
s ‘BREBEIABEFLANBIRE. " —FEMNE
o VTR B
« E
CHELYRELRET REASHFLTAONE, B
=
‘HEIWAEITENWin L, EAREHEEINIF M.
~-HPEE/T TFEIH, 2015

. %7’7 faT . 360F Ml R D AT EIBA G F 3 E [ H
=

41



T
AT ARZ ] BRI

Tl XY ER A 247 BOH bR T
Aj—* ”XE /% EBEpIMA (2019) 0688 FRA : {HEFE

AA Eg‘@"( 1L'|: 7[<H S A TR 201 GRS T B

l"‘ ERLDVETRFRRNEASHUNRD , ERUFSHLGIHVCHDRECDN | VHRLARRER
\ =L 7 J < BRERMAF  AMRAZRSEEABNERTE, RONAERREORKATROFMERSIREAS . §
FRMNEVASURBER20-308XS "DE" |, SERERN , LUNBROPEOERENESH.
BATHARKRE , W/\M2019@RRLERTTFRY , FHEWLRUT :

1. 89 W1

SEWFE, 152201 5ARB &

2, i, WL

FFEWNHE, IR 2BARK B
1, ¥4, B

SHMHUEE. 105186 55ARNM
i B, WL

EFEMER. 130.5-156. SFARM &=
5. RviE. M£.

FWRMAR, $5.6-100.8F5ARN ¥
6. THH. M1,

FEEMNTE. 80.6-100.8ARN ¥
BB Rt.

EFUFE, 59.6- 008K ARME
8, A% M.

FHRMUAE, 19.6-10.8HAERSH

hi

B MESER, SRasR
TiE - &AL

42



AT LAEZFS] <D

« HFFFERAT T, TR EEDZSRESITAA
« ZRZHM2020JE F15

o BBV RERE R R R ADE

o« AREeNV A SR EHE FHE—— NAAR AT R 2

o BEZRAE BV BT S R AT AR R A TR HEB IS 2 0

N S EE SIS P S o

e
[l

43



K12y RAE

* 2012-2013, HTEMAMEBDS

¢ 2014-2015, FARERIMAF R BB E FFiR
* 542, ﬁjﬁ‘ﬁﬁﬁ 72/3, W TTT1/3
s WX IMNARIEEZENBIRERENTE (BRI E2T)

ERTE

* 2015,

M RAERB A A& £IR

* 20167 )5, TEHI LR
. 2017?&. IR — 2T AERKIRE (FE

* 20217

FOMY  (FIkEREImiE %)

FiE, MNEME LR AREETRIE




45

CERTF

AN

Fhr
2020
2019
2018
2017

2016

Ty JhE

4
93.75
96.51
99

98.53

95

100

98.83

97.41

99.87




25 HPA

* F(m: RERK
* 2009F FHARRREREHLFEN
* 2009-2011FHAMEKXRBERFAFAEZMZELRF
« 202FMAAERKRE, 1 “BATTL EW’AQD
/j]\ g 1431
o HR{&: xiongyf@pku.edu.cn

¢ Ej]%ﬁ 5’%.5_17:5
« BT —FLR
s MAE: BFEFHRK
e MR{&E: wuyigian@pku.edu.cn

?B}

46


mailto:xiongyf@pku.edu.cn
mailto:wuyiqian@pku.edu.cn

JATES] BREFHTY 7

* T FA
* RAEBEANNBZRS

s T RIEEE
?FMLT-/ TR B 2R
- R RERAZSIMNHERNTA
s N2 AT REREERREENAR
- SEHEREEENRZE
- AR ANRRERENZISHE
s NRENFEESRSEREEFIX

« FiRSEEEWES VN NERNAR
c IRIEIMBEMNIRIT EAEXRETHERREAR
« RIZE T
http://sei.pku.edu.cn/~xiongyf04/SA/main.htm

47




%%

o 1RIZTR{E
s IRIFXEIEY AhoZs

* <(Lecture notes on static analysis» Moller and
Schwartzbach

 https://cs.au.dk/~amoeller/spa/

LS

AR KE «FE

FARAFE X2y R (Buiisn)
«Principle of Program Analysis» NielsonZs

Ty 1R

e https://www.educoder.net/classrooms/7759/

e (Decision Procedures -- An Algorithmic Point of View»
Daniel Kroening and Ofer Strichman

48



https://www.educoder.net/classrooms/7759/

E RS54

s JREFRI: 154
s RIBIRE L OE ALK R E TS
« IRFE{EM: 254
s IRIBIEVRTEKRETFES
* TRz EH1: 309
* TRz H2: 309

* BRI DB MIREE-FH NI, IR
FROEZEMEH—E

49



2E5EE? 0 ZENE O - T2 Q- =ik

o LFEERARNH
« FEEERNSHNE
-g%# ﬁ&ﬁmﬁMLMLz&ﬂﬁ EFE =R EZFHNS

50



BRI

o SLIT—Mava LR FT DT R S
« 3K
o TEENRKIERF EIEEIETHAESE
- W B (344 |, BE
. g;‘ﬂﬂiﬁ%ﬁ‘tﬁ‘é AR, BEEREANEE T (unsound), 60

- RN, RIBHEHBIET0-1002 8

« REBRZIEANERSE
« ZHRNFERK :

.+ 2-3ZE%—PA \

« HNTTIAAIEFN, 15 A&7 R
s FAARRBRAREN—DNIRIZRF

AT R s [ 22 - VT L A A B VT 25 1

51 R SR B AT SR A AR 28 S 25 |




S ESTI=.

s LW—1EEFEK
s IRIENAEIRE %zf‘
* IRIETE PR E RS 8] A SK % 1 A A6 B0 4

A\

FHR BRI ZM— D NIRER

« ZHRAZESK :
« 2-3%[IFE—FN, BT E— 1 IEARE

SR R AR () 2 A5 I A VT R AN A s T 5
52 U AR I S AT i M EAE 2R PP 65 !




AT LZHE

° 9H
« BARR AT

« 10H

s MIRE M. B oM. BEHEIRT. HMRERE
e 11H

« AFRKE. ST MAEL
e 12 H

s SN E. T2
FTIIEAN4AE R

\

53



