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Soot是什么

主页： https://soot-oss.github.io/soot/

https://soot-oss.github.io/soot/


Soot的开发历程

• Started in 1996-97 with the development of coffi by Clark Verbrugge 
and some first prototypes of Jimple IR by Clark and Raja Vallée-Rai.

• Originally developed by the Sable Research Group of McGill University.

• The first publication on Soot appeared at CASCON 1999.

• The current maintenance is driven by Eric Bodden’s Software 
Engineering Group at Heinz Nixdorf Institute of Paderborn University.

• Currently there are a bunch of extensions to Soot, including 
Boomerang, FlowDroid and Soot-Scala.



Soot的输入和输出

• Input：Java源码/字节码

• Output：程序分析的结果（如活跃变量）/ 程序的中间表示（如Jimple）



为什么要用Soot？
问题1：分析Java源代码的第一步？

• 直接当成字符串？（别笑，真有[1]）

• 难以知晓代码结构信息

• 转为中间表示（IR）！

• 保留源码信息（与源代码有明确映射关系）

• 方便机器理解（更加简单，更加结构化）

[1] Code Completion with Statistical Language Models, Veselin Raychev, Martin Vechev, Eran Yahav, PLDI’14



为什么要用Soot？
问题2：使用什么中间表示？

• 直接使用Java bytecode？

• 😨太贴近机器码（为执行而设计）

• 😭语句类型～200种（至多有256条指令）

• 😫基于栈的代码

扩展阅读 https://docs.oracle.com/javase/specs/jvms/se9/html/jvms-6.html#jvms-6.5*/

https://docs.oracle.com/javase/specs/jvms/se9/html/jvms-6.html#jvms-6.5*/


• 基于栈的代码



为什么要用Soot？
Soot的中间表示格式

• Soot有四种适合不同程序分析的中间表示：

• Baf: a streamlined representation of bytecode which is simple to 
manipulate.

• Jimple: a typed 3-address intermediate representation suitable for 
optimization.

• Shimple: an SSA variation of Jimple.

• Grimp: an aggregated version of Jimple suitable for decompilation 
and code inspection.



Jimple
=Java+Simple



Jimple
=Java+Simple

• 😄Jimple只有15种指令



上机实践1
从Java到Jimple

• GenJimple.java

• Soot as a library:

soot.Main.main(args)

• mvn compile && mvn exec:java "-Dexec.mainClass=demo.GenJimple" "-Dexec.args=./target/classes tests.Main"

扩展阅读
https://github.com/soot-oss/soot/wiki/Introduction:-Soot-as-a-command-line-tool
https://github.com/soot-oss/soot/wiki/Disassembling-classfiles

https://github.com/soot-oss/soot/wiki/Introduction:-Soot-as-a-command-line-tool
https://github.com/soot-oss/soot/wiki/Disassembling-classfiles


Soot的数据结构

扩展阅读 https://github.com/soot-oss/soot/wiki/Fundamental-Soot-objects

https://github.com/soot-oss/soot/wiki/Fundamental-Soot-objects


Soot的数据结构



上机实践2
遍历程序结构

• 阅读并运行Traverse.java

• 了解每条语句的效果

• mvn compile && mvn exec:java "-Dexec.mainClass=demo.Traverse" "-Dexec.args=./target/classes/ tests"



Soot的执行流程

Pack & Phase
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Soot的执行流程

Pack & Phase

• https://github.com/soot-oss/soot/wiki/Packs-and-phases-in-Soot

• Whole-program packs

https://github.com/soot-oss/soot/wiki/Packs-and-phases-in-Soot


数据流分析

• 活跃变量分析

• https://github.com/soot-oss/soot/wiki/Implementing-an-intra-procedural-data-flow-analysis-in-Soot

• https://soot-build.cs.uni-paderborn.de/public/origin/develop/soot/soot-
develop/jdoc/soot/toolkits/scalar/AbstractFlowAnalysis.html

https://github.com/soot-oss/soot/wiki/Implementing-an-intra-procedural-data-flow-analysis-in-Soot
https://soot-build.cs.uni-paderborn.de/public/origin/develop/soot/soot-develop/jdoc/soot/toolkits/scalar/AbstractFlowAnalysis.html


上机练习3
活跃变量分析

• 阅读 GetProgramStructure.java 和 LivenessAnalysis.java

• mvn compile && mvn exec:java "-Dexec.mainClass=demo.GetProgramStructure" "-
Dexec.args=./target/classes tests.LiveAnalysis"



上机练习3
活跃变量分析



参考资料

• A Survivor's Guide to Java Program Analysis with Soot. Arni Einarsson 
and Janus Dam Nielsen. https://www.brics.dk/SootGuide/

• Analyzing Java Programs with Soot. Bruno Dufour. 
http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-
tutorial.pdf

• Home - soot-oss/soot Wiki - GitHub. https://github.com/soot-
oss/soot/wiki

• noidsirius/SootTutorial. https://github.com/noidsirius/SootTutorial

https://www.brics.dk/SootGuide/
http://www.iro.umontreal.ca/~dufour/cours/ift6315/docs/soot-tutorial.pdf
https://github.com/soot-oss/soot/wiki
https://github.com/noidsirius/SootTutorial


Q & A
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