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Analyzing and Mining the Relationships between Logs and Patches in Software
Evolution History
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AbstractLogs plays an important part in bug diagnosis. Bug diagnosis based on logs either use rule-based methods or execution-path-
based methods. Rule-based methods usually concentrate on mining rules, which are usually relationships between log sequences and
software components, or patterns of errors in software, in logs, in order to facilitate bug diagnosis. Execution-path-based methods focus
on reconstructing execution paths to help developers understand bugs with a static analysis method. However, execution-path-based
methods are not able to infer every choice at branch instructions in failed execution, and this could result in path explosion. To remedy
this situation, we explore the software evolution history, and analyze the relationship between logs and patches. We get two conclusions:
1) 80% of the similar logs have similar corresponding patches, 2)more than 70% patches has a distance of no more than 2 to the first
error message. With our findings, we could help these execution-path-based method to avoid path explosion by pruning irrelevant
paths.
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Fig 1. A representative example of bugs (MDEV-13591 and

MDEV-8195) and patches
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Table 1. Analysis on the relationship between logs and

patches

Bt HAZXE HEHEHK A Bit

MariaDB 17 0 3 20
(85%) 0%) (15%)

Squid 28 12 6 46
(61%) (26%) (13%)

CUBRID 21 6 4 31
(67%) (19%) (14%)
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Table 2. Subject Software

B Patch W= H& A
squid 1803 1803 600 176
Mariadb 4450 4450 1466 140
CUBRID 600 600 420 7
Httpd 2540 2600 38 63
Openstack 78000 80003 103 18
OpenSSH 540 2586 161 78
Nginx 200 1028 367 80
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Table 3. Instructions for Bug Submission

MariaDB | a. The environment (Operating
system, hardware and MariaDB
version) where the bug
happened

b. Any related errors or
warnings from the server
error log file. Normally it
is hostname. err file in your
database directory

c. The content of your my.cnf
file or alternatively the
output frommysqld —print—
defaults or SHOW VARTABLES.

d. Any background information
you can provide (stack
trace, tables, table
definitions, data dumps,
query logs).

e. If the bug is about server
producing wrong query
results:-*

f. If the bug about a
performance problem, e.g. a
certain query is slower on
one version than on another,
output of EXPLAIN EXTENDED
{query> on both servers.

g. A test case or some other
way to repeat the bug. This
should preferably be in
plain SQL or in mysqltest
format.

Nginx Please describe the bug in
full detail including all of the
conditions that make it happen
and include the relevant part of
configuration as well. Tt would
substantially reduce time and
effort to understand and resolve
the bug
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ZORM PIRAE T MR TR 20 fF, ZORA
JRAS LR AR A 5SS
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LA T] DLEDR A P b e B A4 AT BABRAS bRl

f==%
= o
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hE HE R, i 3 ki H B2 1K
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patch IFHRUE L -

F 4 AEBIHEXRIE patch AHEUE L
Table 4. Pervasiveness of Similar modifications among

similar logs

E7&es xE A B AR ZE&FR KAt

Squid 39 9 8 56
(69. 6%) (16. 1%) (14. 3%)

MariaDB 64 37 13 114
(56. 1%) (32.5%) (11. 4%)

CUBRID 49 9 14 72
(68. 1%) (12. 5%) (19. 4%)

M 4 AR AT DA, HRIEA SO T4
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25 FONTF R AEAS AT R gl T — 2
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FEAAE i 4R 5 SC IR o i A b 1 25 A
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https://mariadb.com/kb/en/how-to-produce-a-full-stack-trace-for-mysqld-the-mariadb-server/
https://mariadb.com/kb/en/how-to-produce-a-full-stack-trace-for-mysqld-the-mariadb-server/
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Table 5. Correctness of mined relationship

8t L3 HEH THEH To i ik

Squid 36 16 2 18
(44. 4%) (5. 5%) (50. 1%)

MariaDB 73 39 5 29
(53. 4%) (6. 8%) (39. 8%)

CUBRID 30 10 2 18
(33.3%) (6. 7%) (60%)

FAVIZIE 3 A MariaDB. Squid.
CUBRID HH RN, X HgEATRHIE . W5k 5 B
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Fig 3. The Distance between patch and first error message
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