Safe Memory-Leak Fixing

for C Programs
Yingfei Xiong
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Memory-Leak: 1 #include <stdlib.h>

2 #include <stdio.h>
3
An Example 4 void f(int *p, int **q){
5 *q = p;
o}
/ vold g(int *p){
8 free(p);
9}

10 int h(int size, int num, int sum){

. 11 int *p = (int*)malloc(sizeof(int)*size);
<
Allocation 12 int **gq = (int**)malloc(sizeof(int*));

13 1 (size == 0)

Free < | 14 a(p):

Use < 18 f(p, q);
19 sum _+= (*qg)[i];
20 }
21 else
Leaked < [ 2> return i;

rintf("%d"

sum) :

Leaked <

return sum;




Memory-Leak:
An Example

#include <stdlib.h>
#include <stdio.h>

void f(int *p, int **q){

*q = p;
}
void g(int *p){
free(p);
}
int h(int size, int num, int sum){
int *p = (int*)malloc( (int)*size);
] int **q = (int**)malloc( (int*));
free(q); (size == 0)
<
g(p);
(int 1 = 0; 1 < size; ++1i)
(p[i] !'= num){
f(p, q);
sum += (*q)[i];
free(p); }
free(q);4 i
free(p); printf("sd", sum);
free(q); sum;



#include <stdlib.h>
#include <stdio.h>

Ensuring Safety

void f(int *p, int **q){

) *q = p;
+ Allocation void g(int *p){
free(p);
+» Reference } o |
int h(int size, int num, int sum){
= — int *p = (int*)malloc( (int)*size);
@ NO dOUble free Allocation int **g = (int**)malloc( (int*)):
(size == ()
» No use after free Free «—| a(p);
(1 ] = 0: 1 < si ~ ++1)
(pli] !'= num){
Use «— f(p, q);
sum += (*qg)[i];
}
i;
free(p); N printf("%sd", sum);
free(q); sum;



Approach

» Pointer Analysis
» Building Procedural Summaries
» Intraprocedural Analysis



Approach - Pointer Analysis

» Existing pointer analysis algorithms: DSA

void f(int *p, int **q){
*q = p;
}

( 0:i32%, : M j
Lﬂ 1|2|3als|e6l7

0: 132, array: HMRW
o|1]2 3)




Approach - Building Procedure Summaries

» Procedure type » Iteratively propagate
o Allocation (A) summaries on call graph
o Free (F)
» Use (U)
void f(int *p, int **q){ vold g(int *p){
*q = p; free(p);
} }

%1 = bitcast i32* %0 to i8*

%0 = bitcast i32* %p to i32*

(0: i32, array: HMR|
F | o 1|2|3|




Approach - Building Procedure Summaries

+ Global variables

o All are freed in main AU

g = malloc()
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Approach - Building Procedure Summaries

+ Global variables

g = malloc()



Approach - Intra-procedural Analysis

» Data-flow analysis
» Four passes on CFG

int h(int size, int num, int sum)({

int *p = (int*)malloc( (int)*size);
int **q = (int**)malloc( (int*));
(size == 0)
g(p);

(int i = 0;: i < size; ++i)
(p[i] '= num){

f(p, q);

sum += (*q)[1];

}
i;
printf("%d", sum);
sum;

CEntry>
(m1, m2



Approach - Intra-procedural Analysis

» 15t pass @
» Forward analysis @

to avoid insertions after free
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» 15t pass
» Forward analysis
to avoid insertions after free




Approach - Intra-procedural Analysis

o 2" pass
» Backward analysis to avoid
insertions before free and use
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Approach - Intra-procedural Analysis

» 3" pass

» Forward analysis to find
variables that reference
the memory chunk




Approach - Intra-procedural Analysis

» 3" pass

» Forward analysis to find
variables that reference
the memory chunk

p->ml
q->m2

On all edges after N1




Approach - Intra-procedural Analysis

o 4t pass
» Forward analysis to find
early edge for free
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On all edges after N1
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Approach - Intra-procedural Analysis

+ Perform fix

p->ml
q->m2

On all edges after N1




Approach - Intra-procedural Analysis

+ Perform fix




Challenging Case 1

» Problem: Multiple Allocations
if (...) p = malloc(); else p = malloc(); Use(p); return;
» Solution

» Set-based Edge Conditions

o Always consider a set of allocations that can be freed at the
current point



Challenging Case 2

» Problem: allocations in loops cannot be freed
for (inti=0;i<n;i++){
p = malloc();

use(p);
}

» Solution: extract the body of the loop as an independent
procedure

» Need to check the memory chunk is only used within the loop



Empirical Results

» LeakFix: Implemented on LLVM

+ Benchmark: SPEC2000

Programs | Size (Kloc) | #Func | #Allocation
art 1.3 +4 11
equake 1.5 45 29
mct 1.9 4o 3
bzip2 4.6 92 10
ozip 7.8 128 3
parser 10.9 342 1
ammp 13.3 197 37
VI 17 290 2
crafty 18.9 127 12
twolf 19.7 209 2
mesa 49.7 1124 67
vortex 52.7 941 8
gap 39.5 872 2
205.8 2271 33

acc




Existing Detection Techinques

Programs LC Fastcheck | SPARROW | SABER
art 1(0) 1(0) 1(0) 1(0)
equake 0(0) 0(0) O(0) O(0)
mcf O(0) 0(0) O(0) 0{0)
bzip2 1(1) 0(0) 1(0) 1(0)
gzIp 1(2) 0(0) 1(4) 1(0)
parser 0(0) 0(0) 0(0) 0(0)
ammp 20(4) 2000 2000) 2000)
Vpr 0(0) O(1) 0(9) 0{3)
crafty 0(0) 0(0) O(0) 0(0)
twolf O(0)) 2(0) 5(0) 5(0)
mesa 2007 0(2) 9(0) T(4)
vortex 0(26) 0(0) O(1) 0(4)
gap O(1) 0(0) O(0) 0{0)
gce N/A 35(2) 44(1) 40(5)
total 25(34) 58(3) 81(135) T0(14)




LeakFix Effectiveness

Programs | #Fixed #Eilégu dm Percentage(%) | #Fixes #II:I:’:S’“
art 0 1 0 0 0
equake 0 0 N/A 0 0
mcf 0 0 N/A 0 0
bzip2 1 1 100 1 0
gzip 1 l 100 1 0
parser 0 0 N/A 0 0
ammp 20 20 100 30 0
VPr 0 0 N/A 0 0
crafty 0 0 N/A 0 0
twolf 0 5 0 0 0
mesa 1 0 11 1 0
vortex 0 0 N/A 0 0
gap 0 0 N/A 0 0
2CC 2 44 5 2 0
total 25 85 20 35 0




LeakFix Time Consumption

LeakFix Time (sec)

Programs | Size (Kloc) Li;:}; :E l']I!inn%:eﬂ?adec ] Pointer Procedure Detection Total Ti [_IS L?qlec} Percentage( %)
= ] Analysis Identification And Fix ;

art 1.3 0.14 0.02 0.01 0.03 0.06 0.20 30.0
equake 1.5 0.18 0.02 0.01 0.08 0.11 0.29 37.9
mcf 1.9 0.68 0.02 0.01 0.32 0.35 1.03 51.4
bzip2 4.6 (.35 0.02 0.01 0.07 0.10 0.45 22.2
gzip 1.8 (.85 0.03 0.01 0.15 0.19 1.04 18.3
parser 10.9 1.421 0.19 0.01 0.30 0.50 1.92 26.0
ammp 13.3 2.42 0.11 0.01 0.57 0.69 311 22.2
vpr 17 1.60 0.11 0.01 1.42 1.54 3.14 49.0
crafty 18.9 2.90 0.13 0.01 0.71 0.85 375 22.7
twolf 19.7 5.13 0.23 0.01 1.01 1.34 6.47 20.7
mesa 49.7 173 5.33 0.16 0.2 14.69 22.42 63.5
vortex 52.7 9.971 1.05 0.06 1.66 277 12.74 21.7
gap 59.5 5.901 6.47 0.33 29.7 36.5 42.40 86.0
occC 205.8 10.99 27.72 4.15 05.9 128.97 139.96 02.1




Thanks!



