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Memory-Leak:

An Example

free(p);
free(q);

free(p);
free(q);

free(q);



Ensuring Safety

 Allocation

 Reference

 No double free

 No use after free

free(p);
free(q);

Allocation

Free

Use



Approach

 Pointer Analysis

 Building Procedural Summaries

 Intraprocedural Analysis



Approach - Pointer Analysis

 Existing pointer analysis algorithms: DSA



Approach - Building Procedure Summaries

 Procedure type

 Allocation (A)

 Free (F)

 Use (U)

U

U F

 Iteratively propagate 
summaries on call graph



Approach - Building Procedure Summaries
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Approach - Intra-procedural Analysis

 Data-flow analysis 

 Four passes on CFG

f(m1)

m1, m2

u(m1, m2)

Entry

Exit
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Approach - Intra-procedural Analysis

 2nd pass

 Backward analysis to avoid 

insertions before free and use

f(m1)

m1, m2

u(m1, m2)

Entry

Exit

m1

m1



Approach - Intra-procedural Analysis

 2nd pass

 Backward analysis to avoid 

insertions before free and use

f(m1)

m1, m2

u(m1, m2)

Entry

Exit

m1

m1

m1
m1, m2

m1, m2
m1, m2

m1, m2
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 3rd pass

 Forward analysis to find
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Approach - Intra-procedural Analysis

 Perform fix
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Approach - Intra-procedural Analysis

 Perform fix

f(m1)
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Entry
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free(q);

free(p);
free(q);

free(p);
free(q);



Challenging Case 1

 Problem: Multiple Allocations

if (…) p = malloc(); else p = malloc(); Use(p); return;

 Solution

 Set-based Edge Conditions

 Always consider a set of allocations that can be freed at the 
current point



Challenging Case 2

 Problem: allocations in loops cannot be freed

for (int i = 0; i < n; i ++) {

p = malloc();

use(p);

}

 Solution: extract the body of the loop as an independent 
procedure

 Need to check the memory chunk is only used within the loop



Empirical Results

 LeakFix: Implemented on LLVM

 Benchmark: SPEC2000



Existing Detection Techinques



LeakFix Effectiveness



LeakFix Time Consumption



Thanks!


