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#include <stdio.h=>

2

3

4 void f(int *p, int **q){
5 *q = p;
6}

7 void g(int *p){
8 free(p);

9}

10 int h(int size, int num, int sum){

— 1l 1nt *p = (1nt*)malloc(Slzeof(lnt}*sue)

L JAsize ==_0)

15 else

. oo
it (p[i] '= num){

19 sum _+=_(*g) [i];
20 }
glse
—] ) return i;

o 1] '} :

G | ) ] return sum;

25}
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1 #include <stdlib.h>

2 #include <stdio.h>

3

4 void f(int *p, int **q){
*q = p;

5
6}
7 void g(int *p){
8 free(p);

9}

10 int h(int size, int num, int sum){

11 int *p = (int*)malloc(sizeof(int)*size);

. 12 int **q = (int**)malloc(sizeof(int*));

free(cl), 13 if (size == 0)

14 g(p);
15 else
16 for (int 1 = 0; 1 < size; ++1)
17 1T (p[i] '= num){
18 f(p, q);
19 sum += (*q)[i];
free(p); 2o }
. 21 else
free(q)' < 27 return 1i;
free(p), < o5 printf("sd", sum);
free(q); 24 return sum;

25}
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Defining a safe fix

* A fix consists of two components
* Alocation to insert a free invocation
* The expression to be used in the free invocation

10



An Example

1 void f(int b){
2 |int p=(int*)malloc(sizeoT(int)); |

malloc <

3 1T (b==0){

free «= | free(p); |
5}
6 else{

use <« [ *p=1; |
8 b=0;
9 1}

10 }



An Example

1 vnld f(int b){

; “int p=(int*)malloc(sizeoT(int));
3 Iﬁf (b==0){
a 4 Tree(p);
5}
6 else
5 5 —_ *pil'
6 -> !
. 8 N b=0;
8 E »}
10 }



An Example

I void f(int b){
1 2 int p=(int*)malloc(sizeoT(1int));
3 1T (b==0){
4 free(p);
5}
6 else{
/ *p=1;
8 b=0;
9 1}
10 }

1: no allocation, no expression to use in free()



An Example

void f(int b){

int p=(int*)malloc(sizeot(1int));
it (b==0){

free(p);

1

2

3

|

SHE
b else{

7 *p=1;
8 b=0;

2}
10 }

2: double free, use after free



An Example

1 void f(int b){
2 int p=(int*)malloc(sizeot(int));

3 JT (b==0){

i 4 Tree(p);
5}
6 else{
/ *p=1;
8 b=0;
9 }
8 —To 7

3,4,8: double free



An Example

1 void f(int b){
2 int p=(int*)malloc(sizeot(int));
3 1T (b==0){
4 free(p);
5}
6 else{
> T7 T *p=l;
8 b=0;
2}
10 }

5: use after free



An Example

void f(int b){
int p=(int*)malloc(sizeof(int));

B!

1
2
3 1T (b==0){
4 free(p);
SHE
6 else{
/ *p=1;
g : b=0;
9
0

10 }

6,7: safe fix locations



An Example

I void f(int b){

2 int p=(int*)malloc(sizeoT(int));

3 1T (b==0){

4 free(p);

S

6 elsef

7 *p=1;
3 5 b=6;

2}

10 }

6,7: both have pointers to the allocated memory
object



An Example

1 void f(int b){
2 int p=(int*)malloc(sizeot(int));
3 1T (b==0){
4 free(p);
5}
6 else{
J *p=1;
> 8 . b=6;
2}

10 }
6 is earlier than 7



An Example

* Fix statement at line 6: free(p);

I void f(int b){
2 int p=(int*)malloc(sizeoT(1int));

3 it (b==0){
4 free(p);
5}
6 else{
7 *p=1;

6 =3 b=0 :

7 5 *}
10 }

6 is earlier than 7



A safe fix

* The fix is after an allocation
* There is no double free
* There is no use after free

* There is an expression that always points to
the allocation



A safe fix

* The fix is after an allocation
* There is no double free
* There is no use after free

* There is an expression that always points to
the allocation



Memory-related elements

I void f(int b){

malloc «—=—| int p=(int*)malloc(sizeof(int));
Must allocation it (b==0){
free <« free :
Mayfree; }l (P)
O else{
use <= [ *p=1;
May use 3 b=0
o}
10 }

Points-to Graph ‘ i
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Intra—procedural
analysis ?

* Now we have:
e Safe free locations

* Next:
» Safe expressions

The fix is after an allocation

. * Blue: safe location
There is no double free

 Red: unsafe location

There is no use after free



Intra-procedural
analysis

e 3. Forward
* Determine
safe expression

e Reaching-Definition
Analysis
* Points-to Graph

* Blue: safe location
 Red: unsafe location
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Analysis ,
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* Red: unsafe location



Intra—procedural
analysis ?

* Now we have:
 Safe free locations p
 Safe expressions

* Next:
* |[nsertion

The fix is after an allocation

There is no double free e Blue: safe location

There is no use after free e Red: unsafe location

There is an expression
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Intra—procedural
analysis ?

* Blue: safe location
 Red: unsafe location



More Complicated Cases



Inter-procedure

* Malloc, free, use elements are method calls

* Solution: Build summary for each method
void f(int b){

int p=(int*)malloc( (int));

| | (b==0){
void g(int *p){ > g(p):

free(p); ) !
}

{

void h(int *p){ >h(p);

*p=1; b=0;
} }

}



Inter-procedure

e Build summaries for each function
 Summarize the allocation, use, free, escape information
* |teratively update the callers’

* Analyze Intra-procedurally



Building summaries

* Method type for each memory chunk

e Allocation (A)
* Free (F)
e Use (U)
* Escape (E)
vold h(int *p){
*p=1;
}

void g(int *p){
free(p);




Inter-procedure

e Scan each statement

* Consult the summary

1 void f(int b){
2 int p=(int*)malloc(sizeof(int));

void glint *pH{_L__ L[5
free(p); N AL
} o
6 e
void h(int *p){ 7 >
*p=1; 8 b=0,
} 5}
10 }



Intra—procedural ‘N
analysis ? Ny
int *p = (int*)malloc(sizeof(int));




Intra—procedural
analysis ?



Multiple
Allocations

* Multiple allocations are used as one allocation

 Solution: set-based edge condition on CFG edges,
instead of blue-red binary

1 void f(int b){

2 int *p;
3 1T (b==0){

m1l < [ 4 p=(int*)malloc(sizeof (int)); |
SHE |
6 else{

m2 < [ 7 p=(int*)malloc(sizeof(int)); |
5}

use < [O  *p=1; |

-
-
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Multiple
Allocations

@@

p is not a must-reference for malloc
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Allocations




Multiple
Allocations @
{}

U

U



Multiple

Allocations
{}
Cm1 > Cm2 >
{}
Cuse(m1,m2)

U
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Multiple
Allocations @
{}

U

{ml,m2}
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Multiple
Allocations




Loops

* In loops, unsafe locations are propagated all around

 Solution: Extract the loop

vold f(bool b){
(int 1 = 0; i < 10; ++1i){

int p=(int*)malloc/( (int));
(b){
free(p);
}
{
p=(int*)malloc( (int)*2);
}



Heap Structure
* References for heap structure
* Solution: based on points-to graph @

p->next =(int*)malloc( (int)); ‘ ‘
{b::lEl}{
free(p->next);

} next

{
p->next=1; ‘ ‘
b=0;

}



Global Variables

* Global variables escape from every function
* Solution: based on call graph

g = malloc()
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Global Variables

* Global variables escape from every function
* Solution: based on call graph

g = malloc()



Implementation

* Implemented on LLVM
* Pointer analysis: DSA

* Open-source tool available
* http://sei.pku.edu.cn/~gaoqing11/leakfix



Experimental results

e Benchmark: SPEC2000

Program | Size (Kloc) | #Func | #Allocation
art 1.3 44 11
equake 1.5 45 29
mct 1.9 44 3
bzip2 4.6 92 10
gzIp 7.8 128 S
parser 10.9 342 1
ammp 3.3 197 37
vpr 17.0 290 2
crafty 18.9 127 12
twolf 19.7 209 2
mesa 49.7 1124 67
vortex 52.7 041 8
perlbmk 58.2 1094 4
gap 59.5 872 2
gcc 205.8 2271 53




Existing memory-leak

detectors
Program LC Fastcheck | SPARROW | SABER
art 1(0) 1(0) 1(0) 1(0)
equake 0(0) 0(0) 0(0) 0(0)
mcf 0(0) 0(0) 0(0) 0(0)
bzip2 1(1) 0(0) 1(0) 1(0)
gzip 1(2) 0(0) 1(4) 1(0)
parser 0(0) 0(0) 0(0) 0(0)
ammp 20(4) 20(0) 20(0) 20(0)
vpr 0(0) O(1) 0(9) 0(3)
crafty 0(0) 0(0) 0(0) 0(0)
twolf 0(0) 2(0) 5(0) 5(0)
mesa 2(0) 0(2) 9(0) 7(4)
vortex 0(26) 0(0) O(1) 04)
perlbmk 1(0) 1(3) N/A! 8(4)
gap O(1) 0(0) 0(0) 0(0)
gcc N/A! 35(2) 44(1) 40(5)
total 26(34) 59(8) S1(15) 83(20)




Fixing results

Program | #Fixed #I'hﬂl;;r:;m Percentage(%) #Fixes #lljz?iiﬁ
art 0 1 0 0 0
equake 0 0 N/A 0 0
mcf 0 0 N/A 0 0
bzip2 1 1 100 1 0
gzip 1 1 100 1 0
parser 0 0 N/A 0 0
ammp 20 20 100 36 0
vpr 0 0 N/A 0 0
crafty 0 0 N/A 0 0
twolf 0 5 0 0 0
mesa 0 9 0 0 0
vortex 0 0 N/A 0 0
perlbmk 1 8 13 1 0
gap 0 0 N/A 0 0
acc 2 44 5 2 0
total 25 89 28 41 0




Time consumption

. LeakFix (sec)
Program ?,::LHLF; ;1[;“%5::1;1 Pointer Fix }l;ls}l Percentage(%)
- Analysis Analysis

art 0.20 0.02 0.01 0.23 13.0
equake 0.21 0.01 0.02 0.24 12.5
mcf 1.19 0.02 0.01 1.22 2.5
bzip2 0.36 0.03 0.02 0.41 12.2
gzip 1.31 0.04 0.04 1.39 5.8
parser 1.68 0.18 0.07 1.93 13.0
ammp 2.98 0.12 0.37 3.47 14.1
vpr 2.51 0.20 0.31 3.02 16.9
crafty 3.53 0.16 0.23 3.92 9.9
twolf 6.22 0.27 0.20 6.69 1.0
mesa 9.36 5.36 5.97 20.69 54.8
vortex 9.00 0.94 0.83 10.77 16.4
perlbmk 9.50 18.20 39.20 606.90 85.8
gap 6.03 71.36 22.36 35.75 83.1
gcc 10.99 31.76 05.81 142.99 80.2




Leaks failed to fix

* Flow-insensitive pointer analysis

void f(bool b){
int p=(int*)malloc(sizeof(int));
1T (b){
free(p);
}

else{
*p=1;

}

int a;

p=&a;



Leaks failed to fix

* Leak pattern in gcc

volid f(bool b){

char *p="";

1T (b){
p=(char*)malloc(sizeof(char)*10);

}

use(p);

}



Summary

A safe fix @

* The fix is after an allocation
* There is no double free
* There is no use after free

* There is an expression that always points to
the allocation

Safe fix
definition

Loops @

id f(bool b){
(int i = 0; 1 <10; ++i){
t p=(int*)malloc( (int));
(b){
free(p);
{
p=(int*)malloc( (int)*2);
}
}

}
« Extract the loop

Loop

|ntra—procedura|< “Entry O Building summaries
analysis

* Function type for each memory chunk
+ Allocation (A)

)C ) * Free (F)
* 4. Forward + Use (U}
j + Escape (E)
+ Determine void h{int *p){ void g(int *p){
early free points ¥~

—=1: free(p);
*p=l;
. )

. X

Inter-procedure
analysis

free !

[ CExit )* Blue: safe location

* Red: unsafe location

Intra-procedure
analysis

Heap Structure G'Obal Variables @7

* Find references for heap structure .

* Solution: based on points-to graph T o~

z
p->next =(int*)malloc( (int)); >
(b==0){ By
. . uselg)
) free(p->next); next / \
Al fa f

p->next=1; g=malloc()

b=0;
}

Heap structure  Global variable

Multip Ile RS
Allocations S mima)
')
{-tmLm2)t-mLm2)
Cm1 Cm2 >
" mtkim1,m2}_4miz}-{m1,m2)
Cuse(m1,m2)>
T mLma

Fixing results

Progrm | #Fned | "M | porcomagecty | #hnes | o
T v 7 ]
0 NA 0
0 NA 0
i 10 v
i 100 i
0 NA 0
o 0 “

0 NA o
0 NA o
5 0 0
5 0 0
0 NA o
8 3 i 0
0 NA 0 0
44 5 2
5 5 i

Evaluation



Thank you !



