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Automatically generated patches as debugging aids:
a human study. SIGSOFT FSE 2014: 64-74
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e Automatically finding patches using genetic programming.

* Westley Weimer, ThanhVu Nguyen, Claire Le Goues, Stephanie
Forrest. ICSE 2009: 364-374
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* A systematic study of automated program repair: Fixing 55
out of 105 bugs for S8 each.

* Claire Le Goues, Michael Dewey-Vogt, Stephanie Forrest, Westley
Weimer. ICSE 2012: 3-13
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« KEJGZETAE: AutoFix, RSRepair, NOPOL, relifix, SemFix,
DirectFix, PAR...
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* An analysis of patch plausibility and correctness for
generate-and-validate patch generation systems.
e Zichao Qi, Fan Long, Sara Achour, Martin C. Rinard. ISSTA 2015
* GenProgf& & H155 [ T G 24 22 IEAf 1Y)
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o JE B E HAK IE AR AE N B R bR
o I ARET RHMEEXIL, SF A AE IR I
o RETARIBU TR EWENIEE . Prophet, Angelix,
HDRepair, ACS, Anti-Pattern, Elixir, JAID, CapGen, Genesis...
* Precise condition synthesis for program repair

* Yingfei Xionﬁ, Jie Wang, Runfa Yan, Jiachen Zhang, Shi Han, Gang
Huang, Lu Zhang. ICSE 2017: 416-426
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T16 | T16 | T17 | T18
int count;
intn;
1| Ele*proc o 0 0 o
List "src_queue, "dest_queue;
if (prio == MAXPRIO) "maxprio=37/
2 return;} (]
SIC_queue = prio_queue[priol;
3| dest_queue =prio_queuelprio+1]; o o 0
count = src_queue-=mem_count;
if (count > 1) /* Bug™//* supposed : count=0%{
n = (int) (count™ratio + 1);
4 proc = find_nth{src_queue, n); o 0
if (proc) {
Src_queue = del_ele(src_queue, proc);
0 proc-=priority = prio; L [ ]
dest_gueue = append_ele(dest_gueue, proc); }
Pass/Fail of Test Case Execution - (Pass | Pass [Pass| Fail
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Qef +Qnf ef +Qnf Qep+Qnp
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N (Cep+an N aef+aep)
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e a=abs(a);

o If (...){
* b=sqrt(a);

*
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f(a):

b=a+1;
c = b+1;
d = c++;

R E 4
f(1);
assert(d=4);
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f(a):

b=a+1;
c = b+1;
d = c++;

SR I B
f(1); f(2);
assert(d=4); assert(c=4);

R c++5E Al B R IA 1
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f(a):

b = a+1; Syt A
c=b+1; PR IE M AR ?

d = c++;

SR I B
f(1); f(2);
assert(d=4); assert(c=4);
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Program Estimation

* Input:
* program space G
* specification S
* context C
* a training set T of context-program pairs

* Output:
* program P
* suchthatPEGAP > SAPr(P|C)
* where Pr represents the probability learned from T

44
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Application — Data Wrangling

A B
Email Bl Column 2 [~ |
Nancy.FreeHafer@fourthcoffee.com __nancy freehafer
IAndrew.Cencici@northwindtraders.com andrew cencici
Jan.Kotas@litwareinc.com
Mariya.Sergienko @gradicdesigninstitute.com
Steven.Thorpe@northwindtraders.com
Michael.Neipper@northwindtraders.com
Robert.Zare@northwindtraders.com
Laura.Giussani@adventure-works.com
Anne.HL@northwindtraders.com
Alexander.David@contoso.com
Kim.Shane@northwindtraders.com
Manish.Chopra@northwindtraders.com
Gerwald.Oberleitner@northwindtraders.com
Amr.Zaki@northwindtraders.com
'Yvonne.McKay@northwindtraders.com
'Amanda.Pinto@northwindtraders.com
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Application — Testing

p. &)
Synthesize a
unit test to
cover a path

g 4

46

0
=0
1

5 =
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0

B1

tl:=a-b
ifz t1 goto B4

Y

2 :=i*4
S:=S+t2

Y

B3

i=i+1
t3 :=n-i

ifnz t3 goto B2

Y

t4:=a-b

B2
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. . . DEECAMP
Application — Reducing

Duplicated Programming

class (MinionCard):
def _init_ {(self):
super{).__init_ {("Acidic Swamp Ooze", 2,
CHARACTER_CLASS.ALL, CARD_RARITY.COMMON,
hattlecry=-Battlecry(Destroyl},
WeaponSe lectar({EnemyP Layer{))}}

/"‘——_-—"\
Ac Rdic swamplOoze
//A

e Av_.,._._

def create minion(self, player):
return Minian{3, 2}

47
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Application — Program Repair

/** Compute the maximum of two values
* @param a first value
* @param b second value
* @return b if a is lesser or equal to b, a otherwise
*/
public static int max(final int a, final int b) {
return =Co——lgm—e—t—|get

} \
Synthesize an expression to
replace the buggy one

48




Challenges

* How to estimate the probability P(prog | context)?

* How to find program s such that prog € Prog and
P(prog | context ) is the largest?




Learning to synthesis (L2S)

* A general framework to address program
estimation

 Combining four tools
* Rewriting rules: defining a search problem

* Constraint solving: pruning off invalid choices in each
step

* Machine-learned models: estimating the probabilities
of choices in each step

* Search algorithms: solving the search problem




Example: Condition Completion

* Given a program without a conditional expression,

completing the condition
E % E ll>12H

public static long fibonacci(int n) { | E “>0”
if C 22 ) return n; | E “+” E
else return fibonacci(n-1) + fibonacci(n-2); P .,

} | “hours
| “value”

. . Space of Conditions
e Useful in program repair

* Many bugs are caused by incorrect conditions
 Existing work could localize the faulty condition

* Can we generate a correct condition to replace the incorrect
one”?




Challenge 1.
Estimating the Probability

* Idea: Using machine learning
e To train over a set of programs and their contexts

* Problem: machine learning usually works for
classification problems
* where the number of classes are usually small

* |dea: turn the generation problem into a set of
classification problem along the grammar




Decomposing Generation

* In each step, we estimate the probabilities of the
rules to expand the left-most non-terminal

* A classification problem

E E E
& &~
» E >12 E >12
o
hours
Expand E with Expand E with

E->E“>12" E -> “hours”

53




Probability of the program

 P(prog | context ) =
[I; P( rule; | context,prog;, position; )

e context: The context of the program

prog;: The AST generated at the ith step

position;: The non-terminal to be expanded at the ith step
rule: the chosen rule at the ith step

prog: the complete program

context proA Ji co?text
(—A—\ ( E I \
if( ¢ .1, ) throw new ArgException();

position;




Training models

* Train a model for each non-terminal
* to classify rules expanding this non-terminal

* Training set preparation
* The original training set:
* A set of programs
* Their contexts
 Decomposing the training set:

* Parse the programs
e Extract the rules chosen for each non-terminal




Feature Engineering

* Extract features from
* context : The context
* prog; : The generated partial AST
* position; : The position of the node to be expanded

context prog; context
ﬁL\ ) )
e \
o if( : b ) throw new ArgException();
—

position;




. DEECAMP
Can we use a different

expansion order?

e Top-down
E E E
&~ ~
E >12 » E >12
e
hours
* Bottom-up
E
&
m | |
P e
hours hours hours

The order may greatly affect the performance of L2S.
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Annotations

* Introduce annotations to symbols
 EP indicates E can be expanded downward
» EV indicates E can be expanded upward
« EYD indicates E can be expanded in both directions




@ DEECAMP

-rom Grammar to Rewriting

Rules
Grammar Top-down Rules Bottom-up Rules
E-E“+E |E°P=>E->EP“+EP EVsSEY-E“EP

EY = EY - EP “+"E
E->E“12” E°=>E->EP“127 |EY=EY-E“12”
E - “hours” |EP = E - “hours” “hours”V = EY - “hours”

Creation Rules

= ED
= EDU

// starting from the root
// starting from a middle node
= “hours”Y // starting from a leaf

Ending Rule

EVU = E




@ DEECAMP

e Top-down
ED = ED =
— gD EP E - EP “>12” E E - “hours” E
T
‘ » ED  >12 » E >12
o
hours
* Bottom-up
“hours”? = . EV = .
E - “hours” EY > E“"E
= “hours”Y EY EY =E -
» EV o
L E >12
o
hours"” hours hours




Unambiguity

* A set of rewriting rules are unambiguous if

* there is at most one unique set of rule applications to
construct any program.

 When the rule set is unambiguous, we still have
* P(prog | context) = []; P( rule; | context,prog;, position;)




Challenge 2: How to find the
most probable program?

* Local Optimal # Global Optimal

. E—SE“>12" 0.3
O'ESE“>0" 0.6

E — “hours” 0.1 E — “hours” 0.8
E;  E— “value” 0.2 E, E — “value” 0.1
E—-E“"+”E 0.05 E—SE“+”E 0.05
E, E
0.6 * 0.2 03%08 0
=0.12 El >0 =0.24 E2 >12

value hours




ldea 1: Use Metaheuristic
Search

 Beam Search:
e Keep n most probable partial programs
* Expand the programs to get new programs

e Genetic Search:

e Keep n most probably complete programs
* Mutate the programs to get new programs




ldea 2: Pruning off Invalid Choices

EP = E - EP “+” EP

| {( ))

* Generating constraints from the partial AST

* Type constraints
e Size constraints
e Semantic constraints from E

e Use a solver to determine invalid choices
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Structural Constraint
Generation

* Each AST node defines a set of variables
* For type constraints, each node n defines a type variable

type[n]
* Each grammar rule defines a set of constraints
° E1 _) E2 ll>12” ° E2 % E3 (l>12”
* T[E{] = Boolean * T[E,;] =Boolean
* T[E,] = Int * T[Ez] =Int

* The context gives a set of constraints
* T[hours] = Int
* T|E;oot] = Boolean
* If a solver returns unsat, drop the current choice




Applications

* Application 1:
e Repairing Conditional Expressions
* Application 2:

* Generating Code from Natural Language Expression




Repairing Conditional
Expressions

* Condition bugs are common

hours = convert(value);
+ if (hours > 12) Missing boundary checks
+ throw new ArithmeticException();

- if (hours >= 24)
+ if (hours > 24) Conditions too weak or too strong
withinOneDay=true;

* Steps:
1. Localize a buggy if condition with SBFL and predicate
switching

2. Synthesize an if condition to replace the buggy one
3. Validate the new program with tests




L2S Configuration

* Rewriting rules
* Bottom-up
e Estimate the leftmost variable first

* Machine learning
e Xgboost
 Manually designed features

* Constraints
* Type constraints & size constraints

e Search algorithm
* Beam search
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Results

Benchmark: Defects4)

Number of Repaired Bugs Precision

30 90
80

25
70

20 60
50

15
40

10 I I 30 I I
20

5
10

0 0

ConCap SimFix Elixir ConCap SimFix Elixir
W |[F-Related General M |F-Related General

Also repaired 8 unique bugs that have never been repaired by any approach.
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Generating Code from
Natural Language Expression

* Can we generate code
automatically to avoid
repetitive coding?

P — p— p— p— p— — — —
—

 Existing approaches
use RNN to translate
natural language
descriptions to

( ):
programs s
(). ( y 2,
CHARACTER_CLASS.ALL, CARD_RARITY.COMMON,
® Long dependency battlecry=Battlecry(Destroy(), WeaponSelector(EnemyPlayer())))
. ~ate_minion(self, player):
problem: work poorly retarn winton(s, 2 T

on long programs
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L2S Configuration

* Rewriting rules
e Top-down

* Machine learning
* A CNN-based network

* Constraints
* Size constraints

 Search algorithm
e Beam search




DEECAMP

A CNN-based Network
Architecture

Information Type CNN Modules Pooling & Attention Prediction
Program Q Max Attentive I
Context e 2o =M CNN l > l
description POCHINE =g __ RoOuAg
Predicted CNN . i [ Attentive
rules ’ = pooling
Partial AST »
¥ = | [
: Tree-based | | Pre-order »  Max |\ Attentive > = >
Partial AST —— "“c\n " CNN pooling |-i—»| pooling © g
Tree-path ‘4 .| Attentive
Ancestors — CNN " pooling
Position :
Scope Name C Embedding
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Results
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Benchmark: HearthStone

DEE

Model StrAcc Acc+ BLEU
LPN (Ling et al. 2016) 6.1 — 67.1
SEQ2TREE (Dong and Lapata 2016) 1.5 - 534
SNM (Yin and Neubig 2017) 16.2 ~18.2 75.8
ASN (Rabinovich, Stern, and Klein 2017) 18.2 - 77.6
ASN+SUPATT

(Rabinovich, Stern, and Klein 2017) 22.7 - P2
Our system 27.3 303 79.6




Newest Results

* Replacing CNN with Transformer
* Transformer: a new neural architecture at 2017
* The flexibility of L2S allows to easily utilize new models

Model StrAcc Acc+ BLEU

£ | LPN (Ling et al., 2016) 6.1 - 671

A& | SEQ2TREE (Dong and Lapata, 2016) 1.5 - 534

YNI17 (Yin and Neubig, 2017) 16.2 ~18.2 75.8

ASN (Rabinovich et al., 2017) 18.2 — 77.6

ReCode (Hayati et al., 2018) 19.6 - 78.4

‘ CodeTrans-A 25.8 258 79.3

g ASN+SUPATT (Rabinovich et al., 2017) 22.7 — 79.2

g SZM19 (Sun et al., 2019) 27.3 30.3 79.6
—

| £ | CodeTrans B 318 333 808 |
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* public CharacterCounter(}™{
this.numLetters = 0;

1 this.numDigits = 0;
this.other = 0:

v B8 com.aleddin.plugin
v iy FaultLacalizatianictian RSl
& L ationActian
¥ i} FaultLocalizationRunCondigural
m addTest(test: String, IsPass
FaultLecalizationfunConfigy
W getContiguration Editar 4]

m getSateiexecutan: Exscutar

¥ miConsale
¥ mPnssihieFalts
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DEE

= gzoltar [root] foadd
package org.aladdin.examples;

idea
< com.aladdin -
target * Example adapted f Test Case Prioritization'.
iy 3558mbly Xyl public class CharacterCounter {
% com.aladdin.iml
pom.xml private int numLetters;
,,com.aladd!n.agent private int numDigits;
4 com.aladdin.agent.rt
% com.aladdin.ant private int other;
“~ °°m‘ajadd"f'a""_examples public Character(aunter() {
A n E 3 2 com.aladdin. build s lalattas:
% com.aladdin.build.iml this.numDigits
this.other = 0;
} I 2’4 1IN i '
» com.aladdin.cli
com.aladdin.cli.examples public void processString(String str) {
% for (char c : str.toCharArray()) {
com,aladd,n.core if (‘A" <= c 86 'Z' >= ) {
 com.aladdin.doc this.nunLetters += 2; /% FAUULT +/
= com.aladdin.fl } else if ('a’ <= c & >=c) {
- 1 this.numLetters += 1;
B & ESLPrE I E PRI T e B |
com.aladdin.maven.examples this.numDigits += 1;
|=F| 4 com.aladdin.report 44 } else {
EImAHE 2|Kiﬂl#k1‘r— N2 i iy
# .gitignore \ 3}
£ .gitmodules }
7T 1R v E
/) -LI M, L E i e -travis.yml : o .
N 5 public int getNumLetters() { return this.numLetters; }
# deploy.sh =
= ﬁ % )nﬁ EI\] 1_t E% ik pom.xmi 3 public int getNumDigits() { return this.numDigits; }
. j ~ o L READM‘E'"‘d public int getNumOtherCharacters() { return this.other; }
& root.im
Illi External Libraries }
 Scratches and Consoles
I _t | I J I DEA CharacterCounter > CharacterCounter()
B ntelli -
> 1 # Test Results # org.aladdin.examples.CharacterCounter:39
/ Ma V e n / G r a d | e org.aladdin.examples.StaticFieldTest & org.aladdin.examples.CharacterCounter:38  private int numDigits;
o v @tk @ org.aladdin.examples.CharacterCounter:40

S —_ = & toat2 & org.aladdin.examples.CharacterCount private int other;
Y 1|:| E J ava o 0 test3 e e e A ) A8 | Lublic CharacterCounter() {

» org.aladdin.examples.CharacterCounterTest

I&

[ Jtest1
@ test2 }

A E I REVIR LA | add i e
O test4 public void processString(String str) {
ﬁ / N N } 'T\ l.l E a I n © ‘:;5 for (char c: str.toCharArray()) {

if (A" <= c 8&'Z' >= ¢) {

3
I t I I . J I D E 75 0 test7 this.numLetters += 2; /* FAUULT
:t ntce | A x @ test8 Yelse if (‘a' <= c && '2' >= ¢) {
this.numLetters +=

}else if (0" <= ¢ && '9" >= ¢) {
this.numDigits += 1;
° }else {
this.other += 1;
}
}
}

this.other = 0;

public int getNumLetters() {
return this.numLetters;

public int getNumDigits () {
return this.numDigits;

}

public int getNumOtherCharacters() {

return this.other;

}
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