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int main() {
for(int x=0; x<10; X++)
for(int y=0; x<10; y++) {
pl‘in‘tf(".“fc Variable 'x'

Local variable 'x' use

int x = 0

used in loop condition no

d in loop condition is no

tmadified in loop body

tupdated in the loop




% VAN (- 8 VA -
HF D T EHR 7928
"KESH"
U TRIECVED Z2AYCodeQLEEREL
a1
I I M javascript
10 - : : .java
% I I = python
= [ i M ruby
> IR I
#= 5 I
I 8 g —— -
I |
0 - sl e o o o o o s - . . S . — |
ANESivh AENRE (BEHZ)

SRR KBRS BFmEL




try

CVE-2020-13946 for Apache Cassandra

RMIServerSocketFactory serverFactory = new RMIServerSocketFactoryImpl();

Map<String, ?> env = Collections.singletonMap(RMIConnectorServer.RMI_SERVER_SOCKET_FACTORY_ATTRIBUTE, serverFactory);

Registry registry = new JmxRegistry(Integer.valueOf(jmxPort), null, serverFactory, "jmxrmi™);
JMXServiceURL url = new IMXServiceURL(String.format("service:jmx:rmi://localhost/jndi/rmi://localhost:%s/jmxrmi", jmxPort));
@SuppressWarnings("resource")
RMIJRMPServerImpl server = new RMIJRMPServerImpl(Integer.valueOf(jmxPort),
null,
(RMIServerSocketFactory) env.get(RMIConnectorServer.RMI_SERVER_SOCKET_FACTORY_ATTRIBUTE),
env);
jmxServer = new RMIConnectorServer(url, env, server, ManagementFactory.getPlatformMBeanServer());
jmxServer.start();

((ImxRegistry)registry).setRfmoteServerStub(server.toStub());

CodeQL alert: InsecureRmiJmxAuthenticationEnvironment

“This query detects if a IMX/RMI server is created with a potentially dangerous environment,
which could lead to code execution through insecure deserialization.”
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CVE-2020-13946 for Apache Cassandra

@@ -104,8 +104,10 @@ private static void maybeInitImx()

try
{

RMIServerSocketFactory serverFactory = new RMIServerSocketFactoryImpl();

Map<String, ?> env =

Collections.singletonMap(RMIConnectorServer.RMI_SERVER_SOCKET_FACTORY_ATTRIBUTE, serverFactory);
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try

RMIServerSocketFactory serverFactory = new RMIServerSocketFactoryImpl();

Map<String, Object> env = new HashMap<>();

env.put(RMIConnectorServer.BMI_SERVER SOCKET _FACIORY_ATTRIBUTE. serverfFactory);
env.put("jmx.remote.rmi.server.credential.types”,

new String[] { String[].class.getName(), String.class.getName() });

Registry registry = new JImxRegistry(Integer.valueOf(jmxPort), null, 111 Registry regisStry = new JmMxReglStry(lnteger.ValUeUf(JmxPort), null,

/

EARBE (commit 63f4da9):

+ env.put(“jmx.remote.rmi.server.credential.types”,

new String[] { String[].class.getName(), String.class.getName() });

BLREEEN, RIERBFH

L

b AL
R HB

E

JMXE




=1 BEER

[System]
You are a helpful programming assistant to fix security vulnerabilities in Java code. You are given a
code snippet and a description of the vulnerability. You should briefly describe how to fix the

vulnerability, and finally output the modification.

[User] XNREZE (MRREREEEIN, TEAIEH)

- Map<String, ?> env = Collections.singletonMap(

. ]
\/u“qerat”“ty(je‘ - RMIConnectorServer.RMI_SERVER SOCKET FACTORY_ATTRIBUTE, serverFactory
Code snippet: (1] _ )s

J

+ Map<String, Object> env = new HashMap<>();

[Assistant] (GPT-40)

To fix the vulnerability, we need to ensure that the environment map used to create the
RMIConnectorServer does not include any potentially dangerous attributes that could lead to
insecure deserialization. Specifically, we should avoid using RMI_SERVER _SOCKET FACTORY _

ATTRIBUTE directly and instead use a more secure configuration.
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module SafeFlowConfig implements DataFlow::ConfigSig {
predicate isSource(DataFlow: :Node source) {
putsCredentialtypesKey(source.asExpr()) }

private predicate putsCredentialtypesKey(Expr qualifier) {

° §j\¢ﬁ%mmUﬁj_gﬁg/ ﬁ¢%§2ﬂ&l/\)\]__ exists(MapPutCall put |

%ﬂﬁg}gﬁiﬁﬁjj put.getKey().(CompileTimeConstantExpr).getStringValue() = [

"jmx.remote.rmi.server.credential.types",

"jmx.remote.rmi.server.credentials.filter.pattern”

« ARG L, GPT40EIEIEI: Tor e

| put.getQualifier() = qualifier and

° ﬂﬂ” Bﬁ}?ﬁgﬁile_L%u put.getMethod() . (MapMethod) .getReceiverKeyType()

instanceof TypeString and
N > [ —
/%]l\_t\j] I:ItO d O, '[,J:*E}_\%_)I_I\’ﬂ%g put.getMethod() . (MapMethod) . getReceiverValueType()
instanceof TypeObject ) } }
module SafeFlow = DataFlow::Global<SafeFlowConfig>;

from Call c, Expr envArg
where (isRmiOrJmxServerCreateConstructor(c.getCallee())
or isRmiOrJmxServerCreateMethod(c.getCallee()))
and envArg = c.getArgument(1)
and not SafeFlow::flowToExpr(envArg)
select c, getRmiResult(envArg), envArg, envArg.toString()
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M InsecureRmiJmxEnvironmentConfiguration.ghelp X

analyzer > codegl > stdlib > java > gl > src > experimental > Security > CWE > CWE-665 > X InsecureRmiJn
PUBLIC
"-//Semmle//ghelp//EN"

NIRAIASL B IR RY NI fERE ]

15 For special use cases some applications may implement a custom service

which handles JMX-RMI connections.

Sl Sle Q N When creating such a custom service, a developer should pass a certain
([ ] x*ﬁ ;l ;l\@}/\\7’ﬂ/ g \£ environment coniiguration to the JMX-RI‘JJII server ?nitializat?on
=+, — %&75 / )

as otherwise the IMX-RMI service is susceptible to an unsafe

Y*é E/j 1' %TL} — l/I QUIDj E deserialization vulnerability.

This is because the JMX-RMI service allows attackers to supply
% | I E Etl: yﬂiﬂ"]é)t' \Rfazi arbitrary objects to the service authentication
E.J J\ j- FH31:|: E method, resulting in the attempted deserialization of an
% Iﬁ E ﬁlﬁ E Q& JEIJ |—‘—|/\% \\ attacker-controlled obje?t. - .
QU J\ jj QE ) / In the worst case scenario this could allow an attacker to achieve remote

code execution within the context of the application server.

i T By setting the appropriate environment, the deserialization can be
j:jg/ \1§UJ: / controlled via a deserialization filter.
B ==A__/\ + 25
ARB =4 — M ava 10255892 E,

A\ /
15 Iﬁ E Java 8 During the creation of a custom JMX-RMI service an environment should

be supplied that sets a deserialization filter.

Ideally this filter should be as restrictive as possible, for example to
only allow the deserialization of java.lang.String

The filter can be configured by setting the key jmx.remote.rmi.
server.credentials.filter.pattern (given by the constant
RMIConnectorServer.CREDENTIALS_FILTER_PATTERN ).
The filter should (ideally) only allow java.lang.String and disallow all
other classes for deserialization: ( “"java.lang.String;!*" ).
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RMIServerSocketFactory serverFactory = new RMIServerSocketFactoryImpl();

Map<String, ?> env = Collections.singletonMap(
RMIConnectorServer.RMI_SERVER SOCKET_FACTORY_ATTRIBUTE, serverFactory);

jmxServer = new RMIConnectorServer(url, env, server,
ManagementFactory.getPlatformMBeanServer());

BM25ULHL:

ManagementFactory.getPlatformMBeanServer();

final MBeanServer jmxServer =

try {
jmxServer.unregisterMBean(new ObjectName(this.getMBeanName()));

10
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module SafeFlowConfig implements DataFlow::ConfigSig {
predicate isSource(DataFlow::Node source) { putsCredentialtypesKey(source.asExpr()) }
private predicate putsCredentialtypesKey(Expr qualifier) {
exists(MapPutCall put |
put.getKey(). (CompileTimeConstantExpr).getStringValue() 3

"jmx.remote.rmi.server.credential.types", ‘-—._____

] "jmx.remote.rmi.server.credentials.filter.pattern" 1/(]«%1—_]@;/\1'%%9&%\7%% |:|_J = \ }2¢$1§J
or ...... ==
| put.getQualifier() = qualifier and ZERNN E2E B F EXER lj?

put.getMethod() . (MapMethod) .getReceiverKeyType() instanceof TypeString and
put.getMethod() . (MapMethod) .getReceiverValueType() instanceof TypeObject )

}
module SafeFlow = DataFlow::Global<SafeFlowConfig>;

from Call c, Expr envArg
where
(isRmiOrJmxServerCreateConstructor(c.getCallee()) or isRmiOrJmxServerCreateMethod(c.getCallee()))

and envArg = c.getArgument(1)

11
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private predicate putsCredentialtypesKey(Expr qualifier) {
exists(MapPutCall put |

~ \ — . : : . -
ZS | | | |_|| E: ~17 , | /— N7 / \ put.getKey().(CompileTimeConstantExpr).getStringValue() [
j: LJ '.E ’ l ’ \ ’ ' "jmx.remote.rmi.server.credential. types",
- — ™ S m
"jmx.remote.rmi.server.credentials.filter.pattern"

%/J/_’\?g II*%}%i%ia " | 3)u:r.-g;e;:é;1.;;[ifier() = qualifier and

put.getMethod() . (MapMethod) . getReceiverKeyType() instanceof TypeString and
put.getMethod() . (MapMethod) . getReceiverValueType() instanceof TypeObject )

=\ \ ,_\_ + Map<String, Object> env = new HashMap<>();
([ J 7K\ N4 ¢ j: E jj:tEUXj- Ej ¢$1§J + env.put(RMIConnectorServer .RMI_SERVER_SOCKET_FACTORY_ATTRIBUTE, serverFactory);
J -L j: + env.put("jmx.remote.rmi.server.credential. types", |
+ new String[] { String[].class.getName(), String.class.getName() });
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FAJH9T5ESemOpt

Fm—————— - === == I original code S1 />
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_____ S S | a L |
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Table 1: The performance comparison of baselines and SemOpt on different LLMs.

DeepSeek-V3 GPT-4.1 Gemini-2.5-Pro (on 40 problems)
Approach

EM SemEqv EM SemEqv EM SemEqv

RAPGen 0 (0.0%) 3 (2.0%) 1(0.7%) 2 (1.3%) - -

RAPGen+ 3 (2.0%) 6 (4.0%) 3 (2.0%) 7 (4.6%) - -
Direct 2 (1.3%) 9 (6.0%) 7 (4.6%) 13 (8.6%) 0 (0.0%) 3 (7.5 %)
RAG 25 (16.6%) 36 (23.8%) 17 (11.3%) 32 (21.2%) 6 (15.0%) 9 (22.5%)
SemOpt 42 (27.8%) 64 (42.4%) 28 (18.5%) 44 (29.1%) 12 (30.0%) 18 (45.0%)
SemOpt + RAG 49 (32.5%) 75 (49.7%) 37 (24.5%) 58 (38.4%) 16 (40.0%) 21 (52.5%)

24
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Table 4: In-the-wild evaluation result

Perf Improvement T # Test Cases
Repo
Max Avg T>5% T>10%
RocksDB 5.04% 2.41% 1/2 0/2
Redis 6.14% 1.68% 3/21 0/21
gRPC 35.48% 3.10% 2/16 1/16
LevelDB 218.07% 10.40% 2/22 1/22

spdlog 20.00% 3.27% 6/45 4/45

25
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