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Abstraci—In recent years, large language models have been
responsible for great advances in the field of artificial intelligence
(AD. ChatGPT in particular, an AL chatbot developed and
recently released by OpenAl, has taken the field to the next level.
The conversational model is able not only to process human-like
text, but also to translate natural language into code. However,
the safety of programs generated by ChatGPT should not be
overlooked. In this paper, we perform an experiment to address
ecifically, we ask ChatC to generate a number
of program and evaluate the securi the resulting source
t(n‘]e We further investigate whether ChatGPT can be prodded
by appropriate prompts, and discuss the
al aspects of using Al to generate code. Results suggest that
ChatGPT is aware of potential vulnerabilities, but nonetheless
often generates source code that are not robust to certain attacks.
Index Terms—Large language models, ChatGPT, code security,
automatic code generation

I. INTRODUCTION

For years, large language models (LLM) have been demon-
strating impressive performance on a number of natural lan-
guage processing (NLP) tasks, such sentiment analysis,
natural language understanding (NLU), machine translation
(MT) to name a few. This has been possible specially by means
of increasing the model size, the training data and the model
complexity [T]. In 2020, for instance, OpenAl announced GPT-
3 [2]. a new LLM with 175B parameters, 100 times larger than
GPT-2 [3). Two years later, ChatGPT [4], an artificial intel-
ligence (AI) chatbot capable of understanding and generating
human-like text, was released. The conversational Al model,
empowered in its core by an LLM based on the Transformer
architecture, has received great attention from both industry
and given ils potential to be applied in different
downstream tasks (e.g., medical reports [5], code generation
[B], educational tool [7], ete).

Therefore, this paper is an attempt to answer the question
of how secure is the source code generated by ChatGPT.
Moreover, we investigate and propose follow-up questions
that can guide ChatGPT to assess and regenerate more secure
source code.

In this paper, we perform an experiment to evaluate the
security of code generated by ChatGPT, fine-tuned from a
model in the GPT-3.5 series. Spe ly, we asked Chat-
GPT to generate 21 programs, in 5 different programming
languages: C, C++, Python, html and Java. We then evaluated
the generated program and questioned ChatGPT about any vul-
nerability present in the code. The results were worrisome. We
found that, in several cases, the code generated by ChatGPT
fell well below y standards applicable in most
contexts. In fact, when prodded to whether or not the produced
code was secure, ChatGTP was able to recognize that it was
not. The chatbot, however, was able to provide a more secure
version of the code in many cases if explicitly asked to do so.

The remainder of this paper is ¢ d as follows. Section
M describes our methodalogy as well as provides an overview
of the dataset. Section [[Tl] details the security flaws we found in
each program. In Section [IE] we discuss our results, as well
as the ethical consideration of using Al models to g
code. Section [VT] surveys related works. Section [V] discusses
threats to the validity of our results. Concluding remarks are

given in Section [VII
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II. STupyYy SETUP
A. Methodology
In this study, we asked ChatGPT to generate 21 programs,
using a variety of programming languages. The programs
generated serve a diversity of purpose, and each program
was chosen to highlight risks of a specific vulnerability (eg.
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] Transformer SEINIRTRHESR P HIBL R IR Y
— XBPHEHTransformer®E BRI IIE

— ¥ TransformeriBACEISCERN _EAZRL TreeGen

| Model StrAcc Acc+ BLEU

5 LPN (Ling et al. 2016) 6.1 - 67.1

& | SEQ2TREE (Dong and Lapata 2016) 1.5 - 53.4

YNI17 (Yin and Neubig 2017) 16.2 ~18.2 75.8

ASN (Rabinovich, Stern, and Klein 2017) 18.2 - 77.6

ReCode (Hayati et al. 2018) 19.6 - 78.4

| TreeGen-A 258 258 79.3

= ||JASN+SUPATT (Rabinovich, Stern, and Klein 2017) 22.7 - 79.2

2 | SZMTY (Sun et al. 2019) 773 303 79.6

£ |[1reeGen-B 318 333 [808
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Table 2: Comparison without Perfect Fault Localization
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Project | jGenProg ‘ HDRepair | Nopol | CapGen | SketchFix | FixMiner | SimFix | TBar | DLFix ‘ PraPR | AVATAR ‘ Recoder

Chart 0/7 0/2 1/6 4/4 6/8 5/8 4/8 9/14 | 5/12 | 4/14 5/12 8/14
Closure 0/0 0/7 0/0 0/0 3/5 5/5 6/8 8/12 | 6/10 | 12/62 8/12 17/31
Lang 0/0 2/6 3/7 5/5 3/4 2/3 9/13 | 5/14 | 5/12 | 3/19 5/11 9/15
Math 5/18 4/7 1/21 12/16 7/8 12/14 14/26 | 18/36 | 12/28 | 6/40 6/13 15/30
Time 0/2 0/1 0/1 0/0 0/1 1/1 1/1 1/3 1/2 0/7 1/3 2/2
Mockito 0/0 0/0 0/0 0/0 0/0 0/0 0/0 1/2 1/1 1/6 2/2 2/2
Total | 527 | e/23 | 535 | 2125 | 19726 | 25531 | 34/56 | 42/81 | 30/65 | 26/148 | 27/53 || 53/94
P(%) | 185 | 261 | 143 | 840 | 731 | 806 | 607 | 519 | 462 | 176 | 509 | 564

In the cells, x/y:x denotes the number of correct patches, and y denotes the number of patches that can pass all the test cases.
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Term typing [[rec]
x:Cel
—— (T-VAR)
I'x:C
Ity : C jelds(Cy) =C F
L fields(Cq) (T-Frero)
I+ tu..f,' . Cli
I'eto: G
mitype(m, Cq) = D—C
I'T:C C<:D (TNYR)
-INVEK
I'=tp.m(T) : C
fields(C) =D F
-t:C ©C<:D TNEW)
— -NEW
I'-newC(t) : C
-t :D D<:C
(T-UCAST)
I+ {C)t{] : C

'ty : D C<:D C=D

CT(C) =class CextendsD{...}
override(m, D, C—Cgy)

Com (CX) {return tp;} 0KinC

Class typing
K=C@g,CH
{super(@); this.f=7F;}
fieldsiD) =D§ MOK inC

class C extends D {C f; KM} OK

(T-DCAST)
' (C)ty : C
'ty :D C4D D4 C
stupid warning )
(T-SCAST)
' (QOty: C
Method typing
®:C, this:C— 1ty Eg En <2 Cy

C OK

Figure 19-4: Featherweight Java (typing)
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NMNRBTHREIZEE, FkTarezk (BHE3B10A) , RINMEE

26451 [ 1 CSE23]

HYE = 12TH26. 5%

Project | Bugs | CapGen | SimFix | TBar | DLFix | Hanabi | Recoder | Recoder-F | Recoder-T | Tare
Chart 26 4/4 4/8 9/14 5/12 3/5 8/14 9/15 8/16 11/16
Closure 133 0/0 6/8 8/12 6/10 -/- 13/33 14/36 15/31 15/29
Lang 64 5/5 9/13 5/14 5/12 4/4 9/15 9/15 11/23 13/22
Math 106 12/16 14/26 18/36 12/28 19/22 15/30 16/31 16/40 19/42
Time 26 0/0 1/1 1/3 1/2 2/2 2/2 2/2 2/4 2/4
Mockito 38 0/0 0/0 172 1/1 -/- 2/2 2/2 2/2 2/2
Total | 393 | 21/25 | 34/56 | 42/81 | 30/65 | 28/33 | 49/96 | 52/101 | 54/116 | 62/115
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<identifier= ::= <mitial> | <initial> <more>
<initial> ::= <letter=| | $
=more> ::= <final> | <more > <final> . .
<final> ::= <initial> | <digit> JavaX &
<letter=:=a|b|c|...z|A|B|...|Z
<digit=:=0|1|2|3|4|5|6|7|8|9 A2
Python3Z7%&

stringliteral = [stringprefix](shortstring | longstring)
Str‘ingpPE'FiX — llr\ll | Ilull | IIRII | ||U|| | ll_Fll | IIFII

| "'Fr‘" | llFr‘ll | II_FRII | ||FR|| | "I’"F" | "PF" | ||R_F|| | ||RF||
shortstring = "'" shortstringitem* "'" | '"' shortstringitem* '"'
longstring ::= "'''" longstringitem* "'''" | '"""' longstringitem* '"""'
shortstringitem ::= shortstringchar | stringescapeseq
longstringitem = longstringchar | stringescapeseq
shortstringchar ::= <any source character except "\" or newline or the quote>
longstringchar = <any source character except "\">
stringescapeseq ::= "\" <any source character>
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Natural Language-Based Code Generation

Models Concode Conala Django MBPP
Metric BLEU EM  CodeBLEU | BLEU EM | BLEU EM | pass@80
GPT-C(110M) 30.85 19.85 33.10 30.32 4.80 72.56  68.91 10.40
CodeGPT-adapted(110M) 3594  20.15 37.27 31.04 4.60 7124 72.13 12.60
CoTexT(220M) 19.19 19.72 38.13 31.45 6.20 7591 7843 14.00
PLBART(220M) 36.69 18.75 38.52 3244 5.10 72.81  79.12 12.00
CodeT5-small(60M) 38.13  21.55 41.39 31.23 6.00 76.91 81.77 19.20
CodeT5-base(220M) 40.73  22.30 432 38.91 8.40 81.40  84.04 24.00
CodeT5-large(770M) 42.66  22.65 45.08 39.96 7.40 82.11 83.16 32.40
Unixcoder(110M) 38.73  22.65 40.86 36.09 1020 | 78.42 7535 | 2240
GrammarT5-small(60M) 38.68  21.25 41.62 39.18 8.00 81.20  82.77 26.00
GrammarT5-base(220M) 4230  24.75 45.38 4142 1040 | 82.20 84.27 32.00
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